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RESUMEN

En el campo de la Seguridad de la Informacidn, existen diversas areas de estudio que se
encuentran en desarrollo. La Ingenieria Social es una de ellas, la cual aborda los desafios
multidisciplinarios de la Seguridad Cibernética. Hoy en dia, los ataques asociados con la
Ingenieria Social son diversos, incluidas las llamadas Amenazas Persistentes Avanzadas
(APTSs, por sus siglas en inglés). Estas han sido objeto de numerosas investigaciones; sin
embargo, los ataques cibernéticos de naturaleza similar al Grooming se han excluido de
estos estudios. En la ultima década, se han realizado varios esfuerzos para comprender la
estructura y el enfoque del Grooming desde el campo de las Ciencias de la Computacion
con el uso de algoritmos de aprendizaje computacional. Sin embargo, estos estudios no se
encuentran alineados con el campo de la Seguridad de la Informacion. En este trabajo, el
estudio del Grooming se formaliza como un ataque de Ingenieria Social, contrastando sus
etapas o estaciones con los ciclos de vida asociados con las APT. Para lograr este objetivo,
se utiliza una base de datos de chats de ciber peddfilos reales; esta informacién es refinada
y se aplica el modelado de topicos de Asignacion de Dirichlet Latente (LDA, por sus siglas
en inglés) para determinar el numero de etapas del ataque. Posteriormente, se asigna un
contexto lingUistico a cada una de estas etapas, y con el uso del aprendizaje automatico,
se entrena un modelo lineal para obtener el 97,6% de precision de entrenamiento. Con
estos resultados, se determina que el estudio del Grooming puede apoyar la investigacion
asociada con la Ingenieria Social y contribuir a nuevos campos de estudio para la

Seguridad de la Informacion.

Palabras clave: Seguridad de la informacion, Ingenieria social, APT, Grooming, LDA.



ABSTRACT

In the field of Information Security, there are several areas of study that are under
development. Social Engineering is one of them, which addresses the multidisciplinary
challenges of Cyber Security. Nowadays, the attacks associated with Social Engineering
are diverse, including the so called Advanced Persistent Threats (APTs). These have been
the subject of numerous investigations; however, cybernetic attacks of similar nature as
Grooming have been excluded from these studies. In the last decade, various efforts have
been made to understand the structure and approach of Grooming from the field of
Computer Science with the use of computational learning algorithms. Nevertheless, these
studies are not aligned with the Information Security field. In this work, the study of
Grooming is formalized as a Social Engineering attack, contrasting its stages or phases
with life cycles associated with APTs. To achieve this goal, we use a database of real
cyberpedophile chats; this information is refined and the Latent Dirichlet Allocation (LDA)
topic modeling is applied to determine the stages of the attack. Once the number of stages
is determined, we proceed to give them a linguistic context, and with the use of machine
learning, a linear model is trained to obtain 97.6% of training accuracy. With these results,
it is determined that the study of Grooming could support research associated with Social

Engineering and contribute to new fields of study for Information Security.

Keywords: Information security, Social engineering, APT, Grooming, LDA.



INTRODUCCION

El objetivo de este documento es describir a detalle la contribucién técnica brindada al
proyecto de investigacion doctoral dirigido por el MSc. Patricio Zambrano, en referencia al
estudio del Grooming. Los resultados preliminares de la investigacion han sido publicados
en el articulo cientifico denominado “Technical Mapping of the Grooming Anatomy Using
Machine Learning Paradigms: An Information Security Approach” [1], el cual se incluye en

el Anexo I.

La investigacion contemplo tres areas principales de estudio: el tratamiento de datos, el
modelamiento del fendmeno y la aplicacion de algoritmos de aprendizaje de maquina para
clasificacion automatica. Cada una de estas areas o etapas involucré un numero
determinado de actividades relacionadas y dependientes entre si. La secuencia de las
etapas no fue estricta, ya que durante el desarrollo del proyecto fue imprescindible avanzar

y retroceder entre ellas.
El aporte técnico brindado en cada una de las areas de estudio se describe a continuacion:
1. Tratamiento de datos

Con el objetivo de recolectar y pre-procesar el conjunto inicial de datos, se adoptaron los
lineamientos del Proceso Estandar de la Industria para Mineria de Datos (CRISP — DM, por

sus siglas en inglés).
2. Modelamiento del fendbmeno

Con el objetivo de modelar computacionalmente el fendmeno del Grooming, en esta
seccion se analizé e implementé un modelo estadistico para descubrir los tdpicos

abstractos presentes en el conjunto de datos, utilizando Matlab.
3. Aplicacion de técnicas de aprendizaje de maquina para clasificacién automatica

Con el objetivo de validar y evaluar el modelamiento del fenbmeno, se implementaron tres
diferentes algoritmos de aprendizaje de maquina para realizar clasificacién automatica de
texto, y en base a los resultados obtenidos se determinaron las conclusiones y

recomendaciones respectivas para el presente proyecto.

En las secciones siguientes se presentan a detalle las actividades realizadas en cada una

de las etapas para lograr los objetivos planteados.



METODOLOGIA

1. Tratamiento de datos

Perverted Justice (PJ, por sus siglas en inglés) es una organizacion sin fines de lucro
cuyo objetivo principal es combatir el acoso sexual de menores a través de Internet [2].
PJ pone a disposicién publica una base de datos, la cual se compone de una extensa
recopilacién de conversaciones reales de Grooming provenientes de diversos sitios de
chat en linea. El objetivo es realizar operaciones anzuelo, en donde voluntarios aparentan
ser nifios 0 adolescentes en salas de chat y se involucran en conversaciones con
potenciales atacantes peddfilos. La base de datos de PJ se pone a disposicion de la

comunidad cientifica y la sociedad en general a través de su portal web.

La investigacion requiere de un conjunto de datos inicial, coherente con la naturaleza del
problema, estos datos se relacionan con conversaciones de texto provenientes de
aplicaciones de mensajeria instantanea. Para determinar la cantidad adecuada de
registros a ser descargada y analizada, se recurre al estudio del estado del arte y se
determina que las investigaciones relacionadas contemplan entre un minimo de 44 hasta
un maximo de 269 registros de conversaciones [3, 4]. En funcién de este analisis y de las
propiedades de la base de datos PJ, se determina el numero de 100 registros como valor

promedio para construir el conjunto de datos.

Los recursos utilizados durante el desarrollo de esta investigacion se presentan en la
Tabla 1.

Recursos HW Descripcion
Procesador Intel Core 15-2320 @3.00 GHz
Memoria instalada 10,0 GB
(RAM)
Tipo de sistema Sistema operativo de 64 bits, procesador x64
Recursos SW Descripcion Version
Windows Sistema operativo desarrollado Windows 10 Pro
por Microsoft.
Perl Lenguaje de programacion. Perl 5
Version 28
Sub version 1 (v5.28.1).
Matlab Entorno de computacion numérica | R2019a
y lenguaje de programacion. Version 9.6
Text Analytics Toolbox Mdédulo de herramientas para R2019a
(Matlab) mineria de datos y aprendizaje Version 9.6
automdtico.
Excel Hoja de cdlculo y lenguaje de Excel 2013
programacion VBA. Versién 15.0




Bases de Datos

Descripcion

Portal Web

Perverted Justice

Repositorio virtual de

conversaciones de pedofilia en
linea.

http://www.perverted-justice.com

Tabla 1. Recursos utilizados la investigacion.

1.1 Recoleccion de datos

El portal web de PJ publica su base de datos a través de la web, y los registros de

conversaciones se encuentran en formato HTML. Los 100 registros determinados fueron

descargados manualmente y almacenados en un Unico directorio para su posterior pre-

procesamiento. Es importante mencionar que para la seleccion de las conversaciones se

toma en cuenta la relevancia, explicitud y extension (nimero de caracteres por

conversacion y numero promedio de palabras por linea de mensaje) del texto contenido

en las mismas.

Las etiquetas HTML proporcionan una guia para examinar los datos, asi como también

constituyen un distintivo sustancial al momento de limpiar y estandarizar el formato de los

mismos. La Figura 1 muestra un fragmento de un registro obtenido desde PJ en formato

HTML.

DavieWants2 [12:43 PM]: such a cute boi, why so negative
SnapShotDeath [12:43 PM]: live sucks

DavieWants2 [17 44 PM]: s0 do lots of thlngs kid, dont let it get YOU down
SnapShotDeath [12:45 PM]; i hate ny and being poor and gaf
DavieWants2 [12:46 PM]: sorry life suckss, but get over it
SnapShotDeath [12:46 PM]: if i got a rich dad | be happy
DavieWants2 [12:47 PM]: reely, i
SnpapShotDeath [12:47 PM]: how?
DavieWants2 [12;47 PM]: taking YOu into my

needs

SnapShotDeath [12:48 PM]: ur profi sg
DavieWants2 [12:48 PM]: veah but
SnapShotDeath [12:45 PM]: ureally a <
SnapShotDeath [12: 5"‘ PM]

Da\rleWantsZ [12._1 PM]: why, you s SE,V £

them

SnapShotDeath [1 2 51 PM]: they dont| snaps

can make YOu reel happy boi

Bold

lusBold'>Daviewantsa</span> [12:43 PA]: such a cute boi, why so negative <br />

>
n> [12:44 PM]: so do lots of things kid, dont let it get

[12:;'.' PH ]z

ife and makeing YOU my little fagboi and make YOU adore me and my

kss, but get aver it <br /3

reely, i can make ¥Ou reel happy boi <br

1z taking You inte my 1ife and makelng YOU

they nat rich cbr />
¢ yush but £ have plenty from a

hose bols

i like

Figura 1. Fragmento de conversacion desde PJ en formato HTML.
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1.2 Analisis de los datos

Una vez finalizada la recoleccion y almacenamiento, se examinan las propiedades
descriptivas de los registros de datos adquiridos, con el objetivo de obtener una
perspectiva general de los mismos. Estos registros contienen una cantidad variable de
lineas de mensaje, y a su vez cada linea de mensaje abarca una determinada cantidad
de palabras. En la Tabla 2 se describen las propiedades generales identificadas en el

conjunto de datos.

Propiedades Conjunto de Datos
Nimero total de chats 100
Numero total de lineas de mensaje 416777
Niimero total de palabras 3°334221
Promedio de lineas por chat 4167
Promedio de palabras por chat 34877
Promedio de palabras por linea 8,37

Tabla 2. Estadisticas descriptivas del conjunto de datos.

Se evidencia que las lineas de mensaje en las conversaciones obedecen a una estructura
comun. En la Figura 2 se expone el fragmento de un registro de conversacion, a través
del cual se puede apreciar los elementos principales que componen dicha estructura.
Estos elementos, en orden de aparicion en la linea de mensaje, son: nombre del
remitente, marca de tiempo y mensaje de texto, tal como se puede observar en la Tabla
3.

trianglelover (6:42:06 PM): hi

kira_kicks_1990 (6:42:11 PM): hello

trianglelover (6:42:15 PM): you a model?

kira_kicks_1990 (6:42:21 PM): omg no lol

trianglelover (6:42:33 PM): oh ok..... cause you look like one
kira_kicks_1990 (6:42:41 PM): wow thats sweet of u to say!
kira_kicks_1990 (6:42:42 PM): asl?

trianglelover (6:42:53 PM): oh I'm an old guy.....Hopewell

Figura 2. Fragmento de un registro.
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Linea de mensaje | trianglelover (6:42:15 PM): you a model?
Estructura Entidad Marca de tiempo Mensaje de texto
remitente:
Atacante
Linea de mensaje | kira_kicks_1990 (6:42:21 PM): omg no lol
Estructura Entidad Marca de tiempo Mensaje de texto
remitente:
Victima

Tabla 3. Estructura de una linea de mensaje

Un analisis mas detallado de los datos evidencid que los atacantes lideran las
conversaciones, eligen el tema de discusion y la mayoria de las veces obligan a las
victimas a responder preguntas no éticas. Las victimas en la mayoria de los casos
simplemente siguen el tema de la conversacion con respuestas tipicas como "yes", "no",
"maybe", "we will see", entre otras. Con el objetivo de estudiar efectivamente el fendmeno
del Grooming a través de los patrones conductuales de los atacantes, se determina
analizar unicamente sus mensajes, excluyendo aquellos escritos por las victimas, que en

este caso corresponden a voluntarios de PJ.

1.3 Preprocesamiento de los datos

En base a los lineamientos de la metodologia CRISP — DM [5], la siguiente fase
corresponde al pre-procesamiento de datos. En esta etapa, se llevan a cabo varias
actividades para construir el conjunto de datos final, es decir, los datos se analizan y se
introducen posteriormente en las herramientas de modelado, a partir de los datos sin
procesar iniciales. Para ello, se desarrollan tres scripts que permiten automatizar las

actividades de pre-procesamiento.

Los dos primeros scripts se desarrollan en Perl con la finalidad de extraer los datos
relevantes para la investigacion, de todo el conjunto de datos. El tercer script se desarrolla
en Matlab con el objetivo de limpiar y estandarizar el formato de los datos. A continuacion,

se detalla cada uno de los scripts:

12



Script |

Con el objetivo de extraer los mensajes del atacante, es necesario poder distinguirlos
claramente de los mensajes de la victima. Para establecer dicha distinciéon se hace uso
de las etiquetas HTML presentes en los registros recolectados. Este primer script
denominado regexFormatTranscripts.pl, a través del uso de expresiones regulares
permite estandarizar el formato de los datos. El cédigo fuente del script
regexfFormatTranscripts.pl se incluye en el Anexo Il, y el mismo permite realizar las

siguientes operaciones sobre los datos:

- Eliminar marcas de tiempo.

- Identificar las lineas de mensaje correspondientes al atacante, y diferenciarlas
colocando el nombre de usuario entre los simbolos {'y ‘}.

- Identificar las lineas de mensaje correspondientes a la victima, y diferenciarlas

colocando el nombre de usuario entre los simbolos Ty .

El resultado de la ejecucion del script sobre los datos se puede evidenciar en la Figura
3, donde se muestra un fragmento de conversacion original y su correspondiente

resultado luego de la ejecucién del script.

trianglelover (6:42:06 PM): hi

kira_kicks_1990 (6:42:11 PM): hello

trianglelover (6:42:15 PM): you a model?

kira_kicks_199@ (6:42:21 PM): omg no lol

trianglelover (6:42:33 PM): oh ok..... cause you look like one
kira_kicks_199@ (6:42:41 PM): wow thats sweet of u to say!
kira_kicks_1990 (6:42:42 PM): asl?

trianglelover (6:42:53 PM): oh I'm an old guy..... Hopewell

Terianglelaver] e regexF ormatTranscripts.pl

[kira_kicks_1990]=hello

{trianglelover}:you a model

[kira_kicks_1990]=omg no lol

{trianglelover}:oh ok..... cause you look like one
[kira_kicks_1990]=wow thats sweet of u to say!
[kira_kicks_1990@]=asl1?

{trianglelover}:oh I'm an old guy..... Hopewell

Figura 3. Fragmento de conversacion antes y después de la ejecucion del script 1

Script i

Una vez que se logra distinguir claramente el remitente de los mensajes, es necesario

extraer aquellos que son significativos para el caso de estudio. Como se determind

13



anteriormente, la informacién relevante corresponde a los mensajes de los atacantes. Un
segundo script denominado regex_getAttacker.pl hizo posible extraer los mensajes
provenientes del atacante, desde las conversaciones de chat. En el desarrollo de este
script se utilizan expresiones regulares y lenguaje de programacion Perl. El codigo fuente
del script regex_getAttacker.pl se incluye en el Anexo lll, y el mismo permite realizar las

siguientes acciones sobre los datos:

- Extraer los mensajes del atacante.

- Almacenar los mensajes extraidos en una estructura unificada de datos.

El resultado de su ejecucion sobre el conjunto de datos se observa en la Figura 4, en la

cual se muestra graficamente la accion del script Il sobre el fragmento de ejemplo.

hi

you a model

oh ok..... cause you look like one
oh I'm an old guy..... Hopewell

Figura 4. Fragmento de conversacion después de aplicar el script I1

Los datos extraidos se almacenan en una estructura unificada, la cual contiene todos los
mensajes de los atacantes. Para ello, se agrupan los datos en un archivo de tipo CSV
denominado chatlLogs.csv, el cual se constituye como la estructura base que contiene el
conjunto de datos de texto a ser analizados posteriormente. La estructura de datos
contenida en chatlLogs.csv se muestra en la Figura 5. El campo chat_no corresponde al
numero de registro, el campo message_no corresponde al niUmero de la linea de mensaje
dentro del registro, y el campo message _text contiene el texto del mensaje

correspondiente.

14



chatlogs

chat_no  message_no message_text
Number ~ Number > Text .
|chat_r|o meszage_no |(message fext

! I hello there my sweet

! 2 how are you doing

[

yesitis

! B glad to meet you

5 did you look at my profile

B look at it

| di like your shape and looks

ayoung 30 | do massage work

]
I
| 8 just look up aladiesmasseur
1
I
|
1

9 ok
1
1

1 eureka here too california

! 12 | amn just off of california st.

! 13 do the guys play with yau at schogl
Y S A ST ey /

Figura 5. Estructura unificada de datos.

Script lll

Una vez extraidas las lineas de mensaje de los atacantes, se observa que contienen gran
cantidad de ruido que afecta negativamente al andlisis. Para afrontar este tipo de
problemas, la metodologia CRISP — DM recomienda realizar un formateo vy
estandarizacion de los datos, lo cual incluye eliminar caracteres ilegales, acortar las
palabras a un maximo limite, trasladar a los verbos a su forma base, entre otras

transformaciones.

Bajo estas consideraciones, se construye una funciéon denominada preprocessText.m, la
cual realiza la limpieza y estandarizacion de los datos automaticamente. Esta funcion
puede ser aplicada para preparar diferentes colecciones de datos bajo el mismo
procedimiento. El codigo fuente de la funcion preprocessText.m se incluye en el Anexo
VI del presente documento, y la misma permite realizar las siguientes acciones sobre los

datos:

- Convertir el texto a minusculas.

- Separar el texto en tokens.

- Eliminar puntuacion.

- Eliminar stop words ("and", "of", y "the").

- Eliminar palabras con 2 o menos caracteres.
- Eliminar palabras con 15 o mas caracteres.

- Normalizar las palabras.

15



En la Figura 6 se puede apreciar el resultado de aplicar esta funcién sobre una cadena

de texto, almacenada en la variable newText.

newText = "have to know the right people. you can make all GIRL movies
with them :D";
newDocuments

preprocessText(newText)

newDocuments =
tokenizedDocument:

6 tokens: know right people make girl movie

Figura 6. Funcion preprocessText.m sobre una cadena de texto

Con el objetivo de contrastar el contenido del conjunto de datos depurado con el conjunto
de datos original, se crea un modelo bag-of-words para cada conjunto. Esta
representacion simplificada de los datos permite realizar un analisis de frecuencia, el cual

se ilustra graficamente utilizando la funcién wordcloud en Matlab, como se observa en la

Figura 7.
Raw Data Cleaned Data
up suck
she maybe .,
Wl” .abOUtJ anything hope baCk long
P “was is with ey’ W2y take call ks
dont ofwha Can'r}amg = Why baby feel
nigt s bad
ight for but’? ious . th|nk make
Our It aknOW all wish ok COO|

toonOOrL th t gt | et
WantyOU|O|at S"”t'%lre gtalk Jusgty

wgsuld (z"WG” O love tv
e do’ | : to;:{;e S yes LM telliook
Mandoh |u iN SO now gégnfg Illk(e say ﬁ’;i’c
nis or Me qet sorry e ALk R SUIMS
when the e tell 98 yeah kn OWmeet '

did On k have " ‘rea”y n«,edhndmHﬂ

' see my JUSt ,good yea goo
how then ™ meaN  hey thats.

time well ock
think PH ever

really cool

Figura 7. Conjunto de datos inicial vs. Conjunto de Datos pre-procesado
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2. Modelamiento del fenémeno

El analisis del estado del arte evidencia que la mayoria de autores han estudiado el
fendmeno del Grooming desde la perspectiva psicoldgica [3][4][6][7]- En dichos estudios,
se analiza el Grooming como un proceso compuesto por un niumero determinado de
fases, las cuales se definen a partir de teorias psicoldgicas. La decisidon de los autores
afiade un alto grado de subjetividad en sus investigaciones, ya que los resultados
obtenidos no son verificables, al menos no computacionalmente. Por esta razoén, la
investigacion se centra en analizar al Grooming desde la perspectiva de las Ciencias de
la Computacién, de manera que todos los resultados obtenidos pueden ser

computacionalmente verificables y reproducibles.

Una investigacion previa [8] determiné que el Grooming forma parte de los vectores de
ataque de la Ingenieria Social. Este vector de ataque se encuentra estrechamente
relacionado con las Amenazas Persistentes Avanzadas (APTs, por sus siglas en inglés),
debido a que permanece durante prolongados periodos de tiempo sin ser detectado
manteniendo acceso continuo a datos confidenciales y manipulando, en algunos casos,
a la victima mediante diversas técnicas. Bajo este contexto se determina que el Grooming

debe ser evaluado como una APT, en cuanto a estructura y funcionamiento.

Las APTs asi como el Grooming son ataques especializados que se efectian bajo una
estructura procedimental de varias etapas. Estas etapas conforman las diversas cadenas
de ataque o ciclos de vida propuestos en la literatura. Se analizaron varios modelos de
ciclo de vida de las APT [9 — 12], asi como también del Grooming [13 — 15]. Estos modelos
se utilizan como referencia para estudiar y definir un modelo de ciclo de vida del Grooming

desde la perspectiva de la Seguridad de la Informacion.

2.1 Modelado de topicos

Con el objetivo de determinar técnicamente las etapas del Grooming, se aplica una
herramienta de mineria de texto conocida como modelado de tépicos. El modelado de
tépicos es un tipo de modelado estadistico que permite descubrir estructuras semanticas
ocultas en un cuerpo de texto. Existen varias técnicas de modelado de topicos, entre los
mas relevantes se encuentran el Andlisis Semantico Latente (LSA, por sus siglas en
inglés), el Analisis Semantico Latente Probabilistico (PLSA), el Modelo de Tema

Correlacionados (CTM) y la Asignacion Latente de Dirichlet (LDA).
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Existen estudios que evaluan distintas técnicas de modelado de tépicos con el objetivo
de determinar su rendimiento [16, 17], en ellos se determina que LDA es la técnica de
modelado de tépicos mas eficiente en aplicaciones que utilizan texto como principal
fuente de datos. Bajo estos criterios y en funcién de la naturaleza de la investigacion, se

decide utilizar LDA para el modelado de topicos.

LDA permite modelar la estructura de topicos en colecciones de datos discretas, donde
cada documento se considera como una combinacion de topicos. Matlab incorpora el
algoritmo de LDA en su mddulo de analitica de texto, y permite ajustarlo e implementarlo
para diferentes tipos de aplicaciones. Para aplicar el modelo LDA sobre el conjunto de
datos y descubrir las agrupaciones o topicos de palabras, es necesario determinar antes
el numero de topicos adecuado para ajustar el modelo. EI nUmero de tépicos en un
documento esta estrechamente relacionado con la naturaleza del texto que lo conforma,

y la eleccion acertada en el numero de topicos esta basada en un modelo estadistico.

Para escoger un numero adecuado de tdpicos, se compara la calidad de ajuste del
modelo LDA con diferentes nimeros de topicos. Es posible evaluar la calidad de ajuste
del modelo LDA calculando la perplejidad de un conjunto de documentos retenidos, que
para este caso corresponden a una décima parte del conjunto de datos. La perplejidad es
una medida de precision que indica qué tan bien un modelo describe a un conjunto de

documentos. Una perplejidad menor sugiere un mejor ajuste del modelo.

El objetivo de determinar adecuadamente el numero de topicos es garantizar que la
perplejidad sea minima en relacion a otras posibles cantidades. Esta no es la uUnica
consideracion, los modelos que se ajustan a un mayor niumero de tépicos pueden tardar
mas en converger. En consecuencia, el calculo de la calidad de ajuste del modelo
(perplexity) y el tiempo de convergencia (time elapsed) son las medidas decisivas en la

eleccion del numero de tépicos.

2.2 Implementacién del modelo LDA

Utilizando Matlab, se ajusta el modelo LDA para un rango de valores compuesto de varios
numeros de topicos. Este rango de numeros de tépicos se determina a partir del andlisis
de los diferentes modelos de ciclo de vida APT y Grooming, entre los cuales se evidencia
que el minimo numero de etapas es 2, como en el modelo propuesto por Lancaster [18],
y el maximo 8, como se observa en los modelos propuestos por Mandiant, BSI y Sdapt

[18]. Por tanto, el rango de valores para este caso de estudio se establece desde 2 hasta
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10 topicos, con el fin de observar el comportamiento de los datos en esa esfera de

agrupamiento.

La Figura 8 muestra parte del cédigo utilizado para llevar a cabo la seleccién del nUmero

de topicos.

numTopicsRange = [2 4 6 8 10];
for i = 1:numel(numTopicsRange)
numTopics = numTopicsRange(i);

mdl = fitlda(bag,numTopics,
'Solver', 'savb’,
'Verbose',0);

[~,validationPerplexity(i)] = logp(mdl,documentsValidation);
timeElapsed(i) = mdl.FitInfo.History.TimeSinceStart(end);
end

Figura 8. Ajuste del modelo LDA para un rango de topicos

Se compara el tiempo de convergencia y la perplejidad del modelo con el conjunto de

documentos de prueba retenido. En la Figura 9, se evidencia la perplejidad y el tiempo

transcurrido para cada numero de topicos dentro del rango determinado. La perplejidad

se coloca en el eje izquierdo y el tiempo en el eje derecho, siendo el eje horizontal el

numero de tépicos respectivo.

compromise solution

Validation Perplexity

=== Validation Perplexity
==& Time Elapsed(s)

----- I-=-—===°7-=--= 1 I
6 7 8 9
Number of Topics

Time Elapsed (s

Figura 9. Solucion de compromiso (Perplejidad vs. Tiempo)
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Mediante la grafica obtenida, se establece una solucidbn de compromiso entre la
perplejidad de validacion y el tiempo de convergencia. Una solucion de compromiso para
un problema con criterios en conflicto es una solucion viable, que es la mas cercana al
ideal, y ayuda a los investigadores a tomar una decision acertada. Se determina que
ajustar el modelo LDA con seis topicos es la eleccion idénea, ya que la perplejidad es
menor comparada con los demas numeros de tdpicos, y el tiempo de convergencia

razonable con la cantidad de datos.

Utilizando Matlab, se crea un modelo bag-of-words a partir de los datos pre-procesados,
y se ajusta el modelo LDA con un nimero de seis topicos, previamente definidos. En la

Figura 10, se observa el resultado del modelado de tépicos a través de nubes de palabras.
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Figura 10. Topicos LDA

Un tdpico consiste en una coleccién de palabras que se agrupan en base a su naturaleza.
Definir los temas especificos alrededor de los cuales se construyen los topicos constituye
una ardua tarea, debido a que unicamente se cuenta con palabras agrupadas y sus
respectivas frecuencias. Sin embargo, una observacion rapida de las agrupaciones de
palabras permite identificar rasgos significativos en las mismas. Por ejemplo, al observar
el grupo de palabras correspondientes al Topico 6, se evidencia que la mayoria de ellas

son de caracter explicitamente sexual.

Con el objetivo de afinar la busqueda de significado en cada una de las agrupaciones de
tépicos, es necesario complementar el analisis LDA con un analisis linguistico, el cual fue
desarrollado como parte de la investigacion, y los resultados obtenidos son
fundamentales para el desarrollo de las secciones siguientes, en las cuales se hace

referencia a las etapas del ciclo de vida del Grooming, determinado en la investigacion[1].

2.3 Comprobacion del modelo LDA

Con el objetivo de comprobar el funcionamiento del modelo LDA construido, se procede
a aplicar el modelo directamente sobre cinco documentos especificos. Cada documento
se corresponde con una linea de mensaje extraida del conjunto de datos. Los documentos

a analizar son:
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‘love give massage”
“nice warm lotion body”
“IOVe ”

“give nice ass rub”

o M 0D~

“yveah why”

El resultado de la aplicacion del modelo LDA sobre los documentos se puede observar
de forma grafica en la Figura 11, donde se evidencia que cada documento es considerado
como una mezcla de toépicos, los cuales se presentan en proporciones distintas. De esta
forma existe la probabilidad de que, en un documento, un tépico se halle en mayor

proporcion, lo cual permite inferir que dicho documento trata de ese topico en particular.

Topic Mixtures
T T

Text line number (Document)

0 0.1 0.2 0.3 0.4 05 06 07 0.8 09 1
Topic Probability

Figura 11. Mezcla de topicos LDA en diferentes documentos

Se comprueba también el modelo LDA con un documento nuevo, es decir, una linea de
texto que no forma parte del conjunto de datos. El nuevo documento contiene el mensaje
de texto: "this will be our little secret.. do not tell your parents about me.. | can get in
trouble". El mensaje fue analizado aplicando el modelo LDA y se obtuvo el resultado
representado en la Figura 12. El grafico de barras resultante demuestra que el documento
analizado se compone de una mezcla de los seis topicos identificados, pero se observa
que es mas probable que el documento pertenezca especificamente al tépico nimero
tres.
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Probability

1 2 3 B 5 G
Topic Index

Figura 12. Presencia de topicos en un nuevo documento.

3. Aplicacién de modelos de aprendizaje de maquina

Como resultado del analisis linguistico realizado por colaboradores expertos de la
investigacion [1], se determinaron las intenciones comunicacionales del atacante en cada
uno de los grupos de topicos identificados. Estas intenciones comunicacionales dieron
lugar a la definicion conceptual de cada una de las estaciones que conforman el ciclo de
vida del Grooming. Para aplicar este modelo de ciclo de vida sobre el conjunto de datos,
se decide aplicar técnicas de aprendizaje de maquina, para lo cual es necesario
previamente contar con el conjunto de datos etiquetado acorde con las estaciones del

Grooming definidas.

3.1 Etiquetado de los datos

Con el objetivo de etiquetar las lineas de mensaje dentro del conjunto de datos, se
desarrolla un método basado en descriptores. Un descriptor corresponde a un
identificador que se le asigna a cada una de las intenciones comunicacionales

identificadas durante el analisis linguistico [1].

El numero de lineas de mensajes contenidas en el conjunto de datos esta en el orden de
los millones, lo cual dificulta la posibilidad de un etiquetado manual, proceso que algunos
autores optan por realizar en estudios relacionados [3]. Se construye un script en VBA, el
cual permite identificar descriptores en las lineas de mensaje y en base a ellos asignar

automaticamente una etiqueta, correspondiente a la estacion del Grooming respectiva.
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Una linea de mensaje puede contener uno o varios descriptores, la presencia y frecuencia
de los mismos conduce al etiquetado del mensaje dentro una estacion especifica del

Grooming.

En la Figura 13 se muestra un fragmento del proceso aplicado sobre el conjunto de datos
para identificar los descriptores presentes en cada una de las lineas de mensaje. Una vez
identificados los descriptores, se etiqueta automaticamente cada linea de mensaje con

su estacion del Grooming respectiva, en base a la presencia y frecuencia de dichos

descriptores.

DESCRIPTORS

T T

a2 E) W - E—

a1 T oa7 T oas | ost [ wsa |  we1i |

Sclusive | Feeling | complinent | biology | enual reluted | arrange neeting |
= s =y g

of
|

Small ik

;

e
i

il

EE I REEIE
AAR hlzgggis sméigﬁ q
EE[E
i

FTEFPRE FE|

'iii?“i‘i

i
i

LEERERREEERERERE]

iE:
i
BE

B CE R REPF R REIFTEErs
i
i

PEEREEFRE
| BEAGEIEEE
]
il
EEEEEEE
FERERERRER

D12D13D23D31 |55
love | D42 54

]
a
M

D12 D23 D51 55
D

‘yeahwhy

PN St S SP NV V  SY SW S SRV SN S S

Figura 13. Identificacion de descriptores y asignacion automdtica de etiquetas

Las etiquetas se afiaden a la coleccion unificada de datos denominada chatLogs.csv. Esta
coleccion obedece la estructura que se observa en la Figura 14, donde el campo anadido
message_stage contiene la estacion en la que se identifica cada una de las lineas de

mensaje.
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chatlogs

chat_ no  message_no message_text message_stage
Number * Number ¥ Taxt * Number >
1 3 the one by the zoo we could park and...|56
I 4 just my reommate a fernale 53
1 B3 do you like other girls she could join us |52
1 BB hello there 51
1 67 how is your night 51
1 B8 cool 51
1 9 sorry for getting away with myself ear...|54
! 70 | am doing good 51
1 7 | mean the way | talk't to you 51
I 72 got a call and had to go do a massage |56
1 73 53

P T

Q
}

Figura 14. Conjunto de datos etiquetados

3.2 Clasificacion automatica utilizando un modelo estadistico

Una vez que el conjunto de datos esta etiquetado, es posible aplicar técnicas de
aprendizaje de maquina para clasificacion automatica. Estas técnicas utilizan diferentes
algoritmos para detectar patrones en los datos y obtener un nivel de aprendizaje que

permite categorizar los datos automaticamente en base al conocimiento adquirido.

Clasificador estadistico

Existen estudios que evaluan diversas técnicas de clasificacion con el objetivo de
determinar su rendimiento en distintas aplicaciones [19], en los cuales se ha
evidenciado que los clasificadores estadisticos son los mas eficientes en aplicaciones
de clasificacion de texto. Bajo estos criterios y en funcion de la naturaleza de la
investigacion, se decide ajustar un modelo de clasificacion lineal para el aprendizaje

automatico.

A continuacion, se describe el proceso para entrenar un clasificador estadistico basado
en conteo de frecuencia de palabras, partiendo de un modelo bag-of-words, creado a
partir del conjunto de datos pre-procesado. El modelo resultante permite predecir la
estacion especifica del Grooming a la que pertenece una determinada linea de
mensaje. El codigo empleado para la aplicacion del algoritmo de clasificacion se adjunta

en el Anexo V.

1. La estructura unificada de datos chatlLogs.csv, la cual contiene los datos pre-

procesados y etiquetados, se carga a Matlab y se extraen los datos de texto.
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2. Se construye un histograma de distribucion de clase para identificar la frecuencia
de cada una de las estaciones del Grooming en el conjunto de datos, de acuerdo
a las etiquetas asignadas. El resultado se muestra en la Figura 15.

3. El conjunto de datos se secciona en dos conjuntos, un conjunto de entrenamiento
y un conjunto excluido para prueba y validacion.

4. El modelo de clasificacion que toma como entrada el modelo bag-of-words fue
ajustado y entrenado. La Figura 16 muestra una parte del codigo utilizado en este

proceso.

95 »10*

2
1.5
1
:Lﬂ |||||| ““‘\ ““‘\ |““|
0 |IIIII
S1 82 S3 S4 S5 S6

Figura 15. Histograma de frecuencias de las estaciones del Grooming

Frequency

XTrain = bag.Counts;
mdl = fitcecoc(XTrain,YTrain, 'Learners’, 'linear')

mdl =

classreg.learning.classif.CompactClassificationECOC
ResponseName: 'Y'
ClassNames: [S1 s2 S3 sS4 S5 S6]
ScoreTransform: 'none’
Binarylearners: {15x1 cell}
CodingMatrix: [6x15 double]

Properties, Methods

Figura 16. Entrenamiento del clasificador lineal

5. Una vez creado y entrenado, el clasificador se aplica sobre el conjunto de datos
para predecir las etiquetas de las lineas de mensaje. Se calcula la precision de la
clasificacion, siendo esta la proporcién de etiquetas que el modelo predijo
correctamente. Se obtuvo un resultado del 97.61%, como se puede observar en

la Figura 17.
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documentsTest = preprocessText(textDataTest);
XTest = encode(bag,documentsTest);

YPred = predict(mdl,XTest);
acc = sum(YPred == YTest)/numel(YTest)

acc =

0.9761

Figura 17. Resultados del modelo de clasificacion lineal

6. Se crea una matriz con nuevos documentos para comprobar el funcionamiento del

modelo. Estos nuevos documentos se crean intencionalmente de forma que la

pertenencia de cada uno de ellos a una de las estaciones del ciclo de vida del

Grooming sea explicita. Las estaciones del Grooming fueron definidas como parte

de la investigacion general [1], luego de realizar un analisis lingUistico con los

grupos de topicos determinados previamente. Cada uno de los seis topicos se

corresponde con una estacion del Grooming, como se puede observar en la Figura

18. Los documentos creados y sus respectivas estaciones se muestran enla Tabla

4,
Documento Estacion del Grooming
1 “is your dad usually around” S3
2 | “do uwanna come in like an hour” S6
3 “wish you had some more body pics” S5

Tabla 4. Documentos de evaluacion.
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GROOMING

TOPICS STATIONS

Topic 1 =" Gatheringslirfnrmauun
Topic 2 < =i Gainl'nj’-.ﬁccess
Topic 3 e Lateral ?Mment
Topic 4 | = Bc.adatin?‘privileges |
Topic 5 | = s
Topic & < D::lef

Figura 18. Correspondencia de topicos con estaciones del Grooming [1]

7. Se aplica el clasificador sobre los nuevos documentos y se obtiene como resultado
exactamente las mismas etiquetas definidas previamente, como se observa en la
Figura 19. De esta forma se logra comprobar el funcionamiento del modelo,

justificando asi el alto grado de precision obtenido.

SERE=M]

"is your dad usually around?"

"do u wanna come in like an hour?"

"wish you had some more body pics"];
documentsNew = preprocessText(str);
XNew = encode(bag,documentsNew) ;
labelsNew = predict(mdl, XNew)

labelsNew =
3x1 categorical array
S3

S6
S5

Figura 19. Resultados del modelo de clasificacion lineal con nuevos datos
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Clasificadores basado en redes neuronales

Existen algunos estudios que aplican técnicas de clasificacion basadas en redes
neuronales a problemas de clasificacion de texto, obteniendo resultados favorables [20]. A
pesar de que estos algoritmos se utilizan principalmente en aplicaciones que cuentan con
imagenes como datos, se ha evidenciado que pueden ser aplicados en multiples
problemas. Bajo estos criterios y en funcidon de la naturaleza de la investigacién, se decide

implementar dos nuevas técnicas de clasificacion basadas en redes neuronales.

Haciendo uso de los algoritmos implementados en Matlab, se ajusta un clasificador basado
en una red de aprendizaje profundo Long Short Term Memory (LSTM, por sus siglas en
inglés), y un clasificador basado en una red neuronal convolucional (CNN, por sus siglas
en inglés). A continuacion, se describe el proceso desarrollado para ajustar, entrenar y

evaluar dichos clasificadores.

Clasificador LSTM

Los datos de texto son naturalmente secuenciales. Un fragmento de texto es una
secuencia de palabras, que pueden tener dependencias entre ellas. Con el objetivo de
aprender y usar dependencias a largo plazo para clasificar los datos secuenciales, se

utiliza una red neuronal LSTM.

Una red LSTM es un tipo de red neuronal recurrente (RNN, por sus siglas en inglés) que
puede aprender dependencias a largo plazo entre los pasos de tiempo de datos
secuenciales [20]. Para ingresar texto a una red LSTM, primero se convierten los datos
de texto en secuencias numéricas. Para lograr esto se utiliza un codificador de palabras

que asigne documentos a secuencias de indices numéricos.

Matlab, a través de Text Analytics Toolbox incluye el algoritmo de LSTM y permite
ajustarlo para aplicaciones especificas. A continuacion, se describen los pasos generales

que se realizaron para crear, entrenar y utilizar la red LSTM:

Importar y pre-procesar los datos.

2. Convertir las palabras en secuencias numéricas usando una codificacion de
palabras. Para ello es necesario recurrir a la funcién wordEncoding.

3. Crear y entrenar la red LSTM. El cédigo utilizado se adjunta en el Anexo VI. La
Figura 20 muestra parte de las instrucciones utilizadas para la creacién de la red.

La Figura 21 muestra el proceso de entrenamiento, el cual realiza un total de 4080
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iteraciones en un tiempo de 16 minutos y 11 segundos, dando como resultado una

precision de validacion del 95.91%.

inputSize = 1;

embeddingDimension = 100;

numWords = enc.NumWords;

numHiddenUnits = 180;

numClasses = numel(categories(YTrain));

layers = [ ...
sequenceInputLayer(inputSize)
wordEmbeddinglLayer (embeddingDimension, numWords)
1stmLayer(numHiddenUnits, 'OutputMode’, 'last")
fullyConnectedLayer(numClasses)
softmaxLayer
classificationLayer]

layers =

6x1 Layer array with layers:

5 e Sequence Input Sequence input with 1 dimensions

2 v Word Embedding Layer Word embedding layer with 100 dimensions and 9936 unique words
3 '' LSTM LSTM wlith 180 hidden units

4 bes Fully Connected 6 fully connected layer

5 v Softmax softmax

6 v Classification Output crossentropyex

Figura 20. Creacion de la red LSTM

net = trainNetwork(XTrain,YTrain,layers,options);
(9] Training Progress (19-Apr-2019 23:48:43) - o X
Training Progress (19-Apr-2019 23:48:43)
Resuits
Validation accuracy. 95.91%
Training finished: Reached final iteration
Training Time
Start time: 19-Apr-2019 23:48:43
Elapsed fime: 16 min 11 sec
= 0 Training Cycle
< e Epoch: 100f10
E 5 Iteration: 4080 of 4080
g Iterations per epoch: 408
< 40 Maximum iterations: 4080
30 Validation
| Frequency: 50 iterations
2 Patience: Inf
10 -
Epoch Epoch Epoch Epoch £poch Epoch Epoch Epoch &poch Epoch 10 Other Information
0 L L L L L L L L Hardware resource: Single CPU
< mL Lt e GG s e Learning rate schedule:  Constant
feraton Learning rate: 0.01
2k
4 Accuracy
1.5 ——— Training (smoothed)
Training
0
8 1 — — @ — — Vaidaton
Loss
Training (smoothed)
Training
0 500 1000 1500 2000 2500 3000 3500 4000 =SS Valiabn
lteration

Figura 21. Entrenamiento y resultados de la red LSTM
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Clasificador CNN

Para clasificar los datos de texto usando convoluciones, es necesario convertir los datos

de texto en imagenes. Al igual que la red LSTM, Text Analytics Toolbox incluye el

algoritmo de CNN y permite ajustarlo para aplicaciones especificas. A continuacion, se

describen los pasos generales que se realizaron para crear, entrenar y utilizar la red CNN:

1.

Cargar un conjunto de palabras embebidas previamente entrenado utilizando la
funcion fastTextWordEmbedding.

Seccionar el conjunto de datos en un conjunto de entrenamiento y un conjunto de
validacién y pruebas. La division se realiza en una proporcion de 70 — 30,
respectivamente.

Crear un datastore tabular a partir del conjunto de datos de entrenamiento.
Definir la arquitectura de red para la tarea de clasificacion, la cual se puede
visualizar en la Figura 22.

Entrenar la red a través de la funcidon trainNetwork. En la Figura 23 se puede
visualizar el proceso de entrenamiento de la red, el cual completd 10 iteraciones
en un tiempo de 147 minutos y 18 segundos, dando como resultado una precision
de validacion del 96.11%.

Probar la Red con los datos de prueba retenidos, y realizar predicciones en los

datos de prueba utilizando la red entrenada.
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for j = 1l:numBlocks
N = ngramLengths(j);

lgraph = connectlLayers(lgraph,"max"+N, "depth/in"+j);
end

figure
plot(lgraph)
title("Network Architecture")
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Figura 22. Arquitectura de la red neuronal convolucional
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Figura 23. Entrenamiento y resultados de la red CNN
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RESULTADOS Y DISCUSION

Los resultados del estudio actual sugieren que evidentemente el Grooming puede y debe
ser analizado como un vector de ataque de la Ingenieria Social. El estudio del fenémeno
del Grooming desde la perspectiva de la Seguridad de la Informacién hace posible abordar
el problema desde un ambito técnico cientifico. Esto permite crear una base de
conocimiento objetiva, donde todos los resultados obtenidos son verificables, reproducibles

y reutilizables.

Se realizaron varias tareas concentradas en tres principales areas de estudio utilizando
datos provenientes de PJ. Este conjunto de datos es desafiante debido a su naturaleza. El
lenguaje utilizado en las conversaciones es informal, el vocabulario se compone de jerga
propia de los chats en Internet, errores de taquigrafia, emoticones, simbolos de puntuacion
y faltas ortograficas. Por esta razén, el pre-procesamiento y limpieza de los datos se

constituyd como un paso esencial antes de que el anélisis pueda ser realizado.

Para el modelado de tdpicos con LDA se probaron diferentes modelos bag-of-words
compuestos por trigramas, bigramas y unigramas, siendo estos ultimos los que permitieron
obtener el mejor ajuste del modelo. Esto se debe a que las propiedades inherentes de los
datos dificultan el andlisis de los mismos como frases multi palabras (n-gramas). No
obstante, el analisis de los datos como palabras aisladas (unigramas), basado en la
frecuencia de repeticion de las mismas, condujo a un descubrimiento de tépicos coherente

con el fendbmeno estudiado.

Los resultados de clasificacion automatica sugieren que, independientemente de la
complejidad del algoritmo, es el tipo de datos utilizados el cual determina el modelo de
clasificacion idéneo. De esta forma, se determind que el modelo de clasificacion lineal o
estadistico era el mas eficiente, debido a que se trata de un problema de clasificacién de
texto. Los algoritmos basados en redes neuronales también obtuvieron altos porcentajes
de clasificacion, sin embargo, conllevaron una utilizacion exhaustiva de tiempo y recursos

computacionales.
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CONCLUSIONES Y RECOMENDACIONES

Para trabajos futuros, es recomendable recopilar un conjunto de datos mucho mas extenso
y, si fuera posible, uno con victimas reales involucradas. Esto brindaria la oportunidad de
modelar el estado mental de la victima con un enfoque similar al que se ha presentado en
este estudio. La capacidad de predecir la vulnerabilidad de las victimas en interacciones a
través de redes sociales podria tener un gran impacto en la mitigacion del Grooming, ya
que podria usarse para desarrollar estrategias de intervencion para prevenir el ataque o

detectarlo oportunamente.

Afortunadamente, los resultados de este estudio pueden servir de base para el desarrollo
de nuevas investigaciones, al proporcionar informacion detallada sobre como detectar
patrones de lenguaje y estrategias que los atacantes utilizan cuando acechan victimas

potenciales en linea.
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I.  Articulo cientifico “Technical Mapping of the Grooming Anatomy Using Machine
Learning Paradigms: An Information Security Approach” [1]
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ABSTRACT In the field of information security, there are several areas of study that are under development.
Social engineering is one of them that addresses the multidisciplinary challenges of cyber security. Nowa-
days, the attacks associated with social engineering are diverse, including the so-called Advanced Persistent
Threats (APTs). These have been the subject of numerous investigations; however, cybernetic attacks of
similar nature as grooming have been excluded from these studies. In the last decade, various efforts have
been made to understand the structure and approach of grooming from the field of computer science with
the use of computational learning algorithms. Nevertheless, these studies are not aligned with information
security. In this work, the study of grooming is formalized as a social engineering attack, contrasting its
stages or phases with life cycles associated with APTSs. To achieve this goal, we use a database of real cyber-
pedophile chats; this information was refined and the Latent Dirichlet Allocation (LDA) topic modeling was
applied to determine the stages of the attack. Once the number of stages was determined, we proceed to give
them a linguistic context, and with the use of machine learning, a linear model was trained to obtain 97.6%
of training accuracy. With these results, it was determined that the study of grooming could support research

associated with social engineering and contribute to new fields of information security.

 INDEX TERMS Cyber-pedophile, pedophile, grooming, pattern behavior, APT, social engineering.

I. INTRODUCTION

Recently, attacks on the privacy of children and adolescents
through technological means have increased considerably.
Investigations related to this social problem addressed differ-
ent topics such as: the study and analysis of children’s images
in P2P networks, planning of security models in audio-visual
devices for child control with access to the Internet, study of
vulnerabilities in online video games, development of com-
munication bots for the detection of potential attackers, foren-
sic tools and analysis of pedophile behavior within instant
messages [1]-[6]. Several scientific proposals that have stud-
ied the behavior of online attackers stand out in the study of
instant messaging. Researchers in this field determined that
the most common technique applied by attackers is grooming.

The associate editor coordinating the review of this manuscript and

approving it for publication was Yassine Maleh
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This technique is characterized by using deceptive linguis-
tic expressions to create environments of false friendship and
trust, thus seducing victims to manipulate and gaining control
over them. Some authors, supported by previous research and
psychological studies apply techniques of text mining and
machine learning to determine the nature and different levels
of danger of this attack [4], [7]-[9]. However, it has been
shown that the results of the research related to the study
of grooming, contemplate different lines of research, are not
conclusive and support other relevant studies [6], [10]-[12].

Online pedophilia and grooming have been studied for over
a decade [1]-[3], [7], [13]. In the scientific field, grooming
has been conceptualized as a procedural technique used by
cybernetic attackers [1]. On the other hand, it is also regarded
as an operational concept, whereby an attacker applies search
strategies affinity, while acquires information and sexually
desensitizes victims to develop relationships that lead to the
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satisfaction of the needs of the offender or attacker [2].
The main motivations of this research are to delimit the
technical anatomy of grooming, justifying its relevance and
support for future investigations of relevance. These attacks
are also known as social engineering semantic attacks and are
considered pervasive threats to computer systems, communi-
cation, and privacy [14].

In this study, as the first phase, we propose a technological
alternative that allows the grooming life cycle to be deter-
mined through stations or phases named fopics with the use of
the Latent Dirichlet Allocation (LDA) generative probabilis-
tic framework, belonging to the field of topic modeling within
text mining. LDA allows modeling the topic structure of doc-
uments and other discrete data collections, where each docu-
ment is generated as a mix of topics. In this way, LDA assigns
a topic to a set of words contained in each document [15].
Then, two experiments are proposed. In experiment 1, several
topics are determined according to the characteristics of the
pre-processed data. To obtain the data and its processing,
the recommendations of the CRISP-DM methodology [16]
were followed. After determining an optimal number of sta-
tions, we proceeded to give them a logical context through
experiment 2, which uses studies related to linguistics and
communicational intentions to order the topics determined by
LDA. Within this ordering, several proposals of life cycles
of Advanced Persistent Threats (APT) with the topics were
related, thus determining the life cycle of the grooming.

The main contributions of this study are summarized as
follows

» A psychological and technical profile of the type of
attacker associated with online pedophilia is presented;

« Grooming as a vector of attack within social engineering
and information security is positioned; this will allow
supporting investigations related to determining patterns
of malicious behavior online;

« Through the modeling of topics, different stages or sea-
sons of a life cycle of an attack associated with social
engineering is determined;

« Application of a linear machine learning algorithm to
classify texts binding to the study area.

The article proceeds as follows. Section II introduces
some definitions about grooming, its stages, and tools to
detect it. Section III establishes the physicological/technical
profile of a cyber-pedophile based on the use of techno-
logical resources. Section IV presents the related work on
the topic. Section V details the methodology we follow,
defines the research questions, and introduces the experimen-
tal approach. Section VI develops the experiments carried
out. Section VII presents the answers to the research ques-
tions based on the results of the experimental phase. Finally,
Section VIII draws the conclusions and present the future
work.

1. WHAT IS GROOMING?
With the advance and use of communication technologies,
the evolution of pedophile attacks in cyberspace and their
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strategies in approaching their potential victims has been
evidenced. Within these strategies, there is the attack known
as grooming that is used to create deceptive trust relation-
ships between victims and attackers. The grooming has been
considered as a case study, for more than a decade. From
this, related research has generated significant contributions
to society [11-[3], [7], [13].

In the scientific field, grooming has been conceptualized
as a procedural technique, criminal activity, or operational
concept used by cybernetic attackers, who in some cases
have a disorder of sexual preference for children or adoles-
cents. In the development of false friendship, the attacker
applies strategies to determine affinities, tastes or activities
of interest to the victim, thus developing a relationship
of trust where the main objective is sexual desensitiza-
tion, giving rise to the satisfaction of the needs of the
attacker; as the sexual act [1], [2], [12]. As a computer
attack technique, grooming can be applied for very long
periods, in order to guarantee the cooperation of its victims
and minimizing the risk of exposure. Another aspect to be
considered within the technique of grooming includes the
preparation of relatives close to the victims to create an
atmosphere of acceptance and normalization of a potential
attack [1], [17], [18].

The study of grooming is comparable to the study and
analysis of modern and contemporary computer attacks. The
development of proactive measures and the advancement of
investigations are limited by several aspects, such as access
to databases of pedophile content, victims and relatives and
means of communication, such as the Internet.

The online activist Perverted-justice (P]) Foundation has
collaborated extensively with the study of pedophile com-
munications by continuously publishing actual conversations
on its website. The primary purpose of this foundation is
to eradicate online attackers by exposing the conversations
and their actors [2]. With this background, several scientists
began to study and analyze the text strings published by
this web portal, thus determining psychological and technical
behavioral traits when applying grooming in preparation for
victims. One of the most significant challenges evidenced in
the studies of chat chains is phonetics and phonology, which
reveal the fields of study of morphology, syntax, semantics,
pragmatics, and discourse.

Studies have determined that online pedophiles tend to
seduce their victims through attention, affection, kindness,
and even gifts through the use of information technolo-
gies [17]. Such is the case that in a survey applied to
437 schoolchildren between the ages of 11 and 13 years,
it was determined that the use of the Internet and the chat
communication protocol were part of their regular habits.
59% of the participants accepted to have participated reg-
ularly in chats with people through the Internet. 24% of
people who chatted online admitted having delivered some
personal information. These include the home phone number,
the mobile phone number, and the home address. The most
alarming fact in this study was when 37 children admitted to
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making arrangements to meet the person they were chatting
with [11].

A. STAGES OF GROOMING

When talking about grooming, an essential strategy for an
attacker is the sexual desensitization. Kong et al. in [19]
consider it as a common strategy that offenders use for a child
to access the sexual encounter. This sexual desensitization
tends to occur gradually. Usual physical or emotional contact,
such as bathing, cuddling, or tickling, can eventually become
sexual contact and then possibly more intrusive forms of
sexual abuse. In fact, almost two-thirds of the children in the
study indicated that at first, the genital contact seemed acci-
dental. It should be noted, however, that some of the victims
pointed out that the change from usual physical contact to
sexual abuse was abrupt and, therefore, the period of gradual
sexual desensitization was small or nonexistent. Attackers
also endorsed the use of tactical sexual desensitization. In this
study, it was evidenced that around a quarter of the attack-
ers who care for their victims admitted having used these
grooming techniques. Besides, almost a third of the attackers
admitted to having asked the child for help with something,
such as undressing. Almost half admitted having talked about
sex with the child or having “accidentally” touched the child.
Attackers also admitted to using pornographic videos and
magazines to desensitize the child to sex.

It is worth noting that the use of pornography in children
with sexual insensitivity is more common among male vic-
tims than among women. The offender may tell the child
that he is teaching him/her sexual education using photo-
graphic resources and the body of the victim. The research
also emphasizes that attackers gradually increase physical
contact. For example, the offender can start fighting, kissing,
massaging, or curling up the child, all while evaluating the
child’s reaction to touching. If the child feels uncomfortable
and asks the offender to stop, he may stop for a moment
and then gradually increase the contact. The use of games,
for example, Red Light-Green Light is also used for this
purpose. In this situation, the offender may begin to touch
the child’s leg until the child protests. Other conventional
techniques that the offender can use to desensitize the child is
to “accidentally” show his naked body to the child, making
sexual comments about the child’s body or clothes, or telling
him about previous sexual encounters that he or she has had.

Rutgaizer ef al. [20], justify and assure that in the scientific
field, there have been few investigations to understand the
behavior patterns of sexual attackers in the different stages
of online child harassment. In these stages, we observe the
development of deceptive confidence, preparation, and the
search for a physical encounter. In this research, character-
izing the stages becomes a highly critical aspect, since most
of the sexually abused children have been forced to accept
physical encounters with the sexual attacker voluntarily. This
suggests that understanding the different strategies that an
attacker uses to manipulate children’s behavior could help to
educate them if they are exposed to these types of situations
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where their integrity is at risk. The research is developed
based on Olson’s Luring Communication Theory (LCT) [21],
where once an attacker has had access to a child, the stages
are:

« Development of deceptive confidence: consisting of
developing a relationship of trust with the child. At this
stage, the attacker exchanges personal information such
as age, tastes, and distraction activities. This stage allows
the attacker to build a shared communication space with
its victim. Once a relationship of trust is established,
the attacker proceeds to the next stage;

« Grooming stage: in this stage, the attacker triggers the
sexual curiosity using sexual terms; it is at this moment
where the attacker can prepare and catch communica-
tively the child in an online sexual behavior;

« Entrapment cycle: as the grooming process intensifies,
the attacker oversees manipulating the victim so that
she isolates herself from her friends and family, which
promotes and increases the trust relationship between
attacker and victim;

« Physically approach: in this final stage, the attacker
seeks to approach to the minor. The attacker requests
information related to the child’s location and schedules
and their family members.

In[22], Hofmanet al. describe 17 descriptors of the groom-

ing process within six stages of work:

« friendship: the attacker tries to approach the child by
determining similarities, tastes and activities in com-
mon, and on the other hand the attacker searches based
on photographic evidence requested from the minor and
alternative online methods that contrast the information
with the child, to confirm that he is a child.

« relationship: the attacker and the child talk about
the family, the school, the interest and the hobbies of the
child in order to exploit them deceptively, making the
child believe that they are in a relationship.

« risk assessment: in this stage, the author attempts to
measure the level of threat and danger by talking to the
child. He makes sure that the child is alone and that no
one else is reading their conversations.

« exclusivity: the attacker tries to gain the child’s full con-
fidence. Frequently, the attacker introduces the concept
of love and care in this stage.

« sexual: the attacker and the child talk about sexual
activities and develop sexual fantasy.

« conclusion: at this stage, the attacker approaches the
child to meet in person.

It is worth noting that the researchers describe that these
grooming stages may or may not occur in the same sequence.
The frequency, order, and extent of the occurrence of these
stages may vary depending on the case.

B. TOOLS AND TECHNOLOGIES TO DETECT GROOMING
Figure 1 describes the diverse tools used to detect grooming.
The numbers correspond to a sample of studies described
in Table 1. These tools are classified into:
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FIGURE 1. Graphic scheme that relates a group of numbered researches
(more related to research). All researches use data from Perverted Justice
and process the information with a set of technological tools based on
their objectives.

TABLE 1. Research related to the study of grooming.

Item  Research Reference
Toward Spotting the Pedophile

1 Telling victim from attacker in 121
text chats
On the Impact of Sentiment and

2 Emotion Based Features in Detecting 91
Online Sexual Attacker Dasha

3 modeling Fixated Discourse in Chats 27
with Cyber-pedophiles

4 “Our Little Secret”: pinpointing potential 28]
attacker

5 Detecting Child Grooming Behaviour [14]
Patterns on Social Media

6 Exploring high-level features for detecting [29]
cyber-pedophilia

7 Logistic Models for Classifying Online [19]
Grooming Conversation

8 Detecting Online Child Grooming [30]

Conversation

« Website.- The investigations related to the field of
pedophilia are based on the collection of real conversa-
tions of pedophiles for further analysis. PJ Foundation
is the main provider of this information. In the analysis
of the scientific proposals to detect grooming it could
be determined that when creating artificial intelligence
algorithms, these should have the minimum error rate,
which is why the researchers contrasted their models
with chats of pedophile and non-pedophile sexual con-
tent. These chats were obtained from websites such as
Oocities, IRClog, Krinj, among others.

« Software.- The use of specialized software has allowed
researchers to extract positive and negative words to ana-
lyze the technical profile, behavioral patterns, applied
discourse, sentiment analysis, semantic analysis of
attackers among others. The use of software specialized
in artificial intelligence allowed the researchers to exe-
cute and test some algorithms of automatic learning and
data mining.
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FIGURE 2. Classification of types of attackers and victims [2].

« Corpus or Database.- NPS Chat Corpus is a closed set
of texts or information intended for scientific research
and is part of the Natural Language Toolkit package
(NLTK). NLTK is a natural language processing plat-
form that allows researchers to build programs with
human language data and thus generate predictions of
conversations and behavioral patterns.

11l. PSYCHOLOGICAL/TECHNICAL ATTACKER PROFILE
For the study of psychological profiles based on the use
of technological resources such as the Internet, one of the
pioneering investigations in the classification of types of
attackers and victims is the one proposed by Pendar [2]
(see Figure 2). In this study, two types of scenarios
and their actors are considered. The first scenario is
where Attacker/Other (1) are interrelated and the second
Adult/Adult (2) where there is a consensual relation-
ship. Three types of actors emerge from the first sce-
nario: (a) Attacker/Victim where the victim is a minor.
(b) Attacker/Pseudo-Victim in this case the victim is a volun-
teer posing as a child and (c¢) Attacker/Pseudo-Victim where
the victim is an officer of the law pretending to be a child.

Ideally, to build a computer system that signals an interac-
tion as suspicious, that is of type (1a), at least it is necessary
to have access to representative samples of type 2 interac-
tions also like (la). However, this research indicates that
chat service providers do not usually archive chats files for
adults, and even if they did, they would not make those
files available to the public. The accumulation of such data
requires the informed consent of the participants. In addition,
access to chat text files of type (la) is also very difficult
to achieve. Obtaining access to the data types (lc) is not
without problems, since legal problems must be resolved in
terms of privacy. Therefore, even a simple feasibility study
for this type of research proposal faces major problems of
data acquisition considering that none of which is necessarily
technical. Given these difficulties, the best option is type (1b)
interactions that are available online [27], [28].

The website www.perverted-justice.com, which is run by a
group of volunteers, aims to make it difficult for pedophiles
to take underage victims online. On this website, volunteers
are recruited to pretend to be minors (usually from 10 to
15 years old) in chat rooms. When a pedophile has been
found, the website publishes online files of all chats with
them. In this research, the authors decided to use the afore-
mentioned data to evaluate the feasibility of developing a
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computer system to perform the automatic recognition of
sexual attackers online with the use of type (1b) text records.
There, it was evidenced that they managed to distinguish
automatically between the pseudo-victim and the attacker,
with the assumption that a positive result would support the
hypothesis that it is possible to mark suspect chats online
automatically [29], [30].

In [25], Bogdanova et al. determined certain distinctive
features of pedophiles online, where around 94% were men
who mostly had feelings of inferiority, isolation, loneliness,
low self-esteem and emotional immaturity. From this group
of criminals, between 60% and 80% suffer from other psy-
chiatric illnesses. In general, pedophiles are less emotionally
stable people than mentally healthy people. The research
referenced by Hall et al. in [3] classifies male pedophiles as

« homophilia: if they are only attracted by male children;

« heterosexual pedophilia: if they are attracted by girls;
and

« bisexual pedophilia: if they are attracted by girls and
boys.

It also refers to five types of attackers [3]:

« stalkers: who approach children in chat rooms to gain

physical access to them;

cruisers: who are interested in online sexual abuse and

are not willing to meet children off-line;

masturbators: who watch child pornography;

« networkers or swappers: who exchange information,
pornography and children;

.

.

and a combination of the four types. According to their
study, the percentage of homosexual pedophiles varies from
9% to 40%. The researchers point out that the percentages
indicated above do not imply that homosexuals are more
prone to attack children, only that a greater percentage of
pedophiles are homosexual or bisexual in orientation towards
children. As important aspects of this research, the rela-
tionship between the age of the victims in relation to the
sexual preference of the attacker and the average number
of sexual acts is highlighted. Heterosexual male pedophiles
prefer children between the ages of 8 and 10 years and on
average have performed 34 sexual acts. Homosexual male
pedophiles tend to prefer children between the ages of 10 and
13 and on average have performed 52 sexual acts [9], [31].
Regarding bisexual pedophiles, it is only observed that on
average they have committed more than 120 acts. In [3], Hall
et al. reference a study focused on the incestuous pedophile
attacker where the following results were determined: 27%
of all sex offenders assaulted family members. 50% of crimes
committed against children under 6 years were committed by
a family member, 42% of acts committed against children
from 6 to 11 years and 24% against children from 12 to
17 years. An additional study indicates that 68% of child
abusers had sexually abused a family member; 30% had sex-
ually abused a stepchild or adopted child; 19% had bothered
one or more of their biological children; 18% had bothered a
niece or nephew; and 5% had sexually abused a grandchild.
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In this study incestuous heterosexual pedophiles had abused
1.8 children and committed 81.3 acts, while incestuous homo-
sexual pedophiles had abused 1.7 children and committed
62.3 acts.

With regard to the relationship of victims and attackers,
Hall’s research [3] makes a first distinction:

« exclusive pedophiles: pedophiles only attracted to chil-

dren; and

« non-exclusive pedophiles: pedophiles attracted to both
adults and children.

In this study, the authors determine that most pedophiles

are part of the non-exclusive group.

On the other hand, Vartapetiance et al. in [24] identify three
types of potential attackers [32]:

« strange: who is a completely unknown person. This type
of attacker does not necessarily want to have long-term
access to children. Therefore, to attract children, they are
more likely to use threats.

« known: which can be teachers, drivers, among others.
This type of offender generally has access to children;
however, they do not use violence to attract them. They
invest a lot of time to create the trust relationship to
decrease the likelihood of being identified.
family: such as parents, grandparents, cousins, and sib-
lings. This offender generally has long-term access to
children, because he is within the family circle and
uses his authority to control the children. This type of
relationship is the most dangerous due to the time the
abuse may last.

In [4], Bogdanova et al. revealed several language char-
acteristics of attackers based on pedophile conversations
through chat: implicit / explicit content. On the one hand,
the attackers gradually change the context of a conversation
until they get an openly sexual conversation without hid-
ing their intentions. First of all, they start with comfortable
talks for the victim, which are accompanied by compliments,
childish behavior and jargon. Another characteristic evi-
denced is the fixed discourse, where the attackers use various
conversational strategies to avoid departing from the sexual
conversation obtained. On some occasions these attackers
manipulate their victims by transferring responsibility and
blaming them for any differences or disagreements they have
had. To minimize the risk of being prosecuted before the law,
some attackers force their victims to eliminate chat conver-
sations or records that have been generated. However, it has
also been shown that some attackers cease to be cautious and
insistently request physical encounters without measuring the
consequences [33].

As asummary of the studies related to the understanding of
cyber-attackers, in the scope of pedophilia, Figure 3 outlines
the psychological/technical profile.

.

IV. RELATED WORK

There are many works related to online pedophilia and
grooming, which concern machine learning paradigms.
In 1997, Durkin [5] determined, in one of his researches, that
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FIGURE 3. Psychological/technical profile of a cyber-pedophile.

one field of study related to online pedophilia, is the *“‘location
of victims through chat rooms.” From this, the author raised
several important contributions with the participation of PJ
Foundation. The content provided by this agency allowed
the application of natural language processing techniques,
artificial intelligence and other technological tools associated
with machine learning. The results related to the text anal-
ysis has allowed scientists to determine certain features of
psychological behavior of attackers in relation to the use of
technological tools to access their victims [12], [26], [34].

In [23], Bogdanova et al. address the problem of detect-
ing pedophiles with Natural Language Processing tech-
niques (NLP) and the naive bayes and support vector
machines classifiers. This problem becomes even more chal-
lenging due to the specificity of the chat data. Chat conversa-
tions are very different not only from the written text, but also
from other types of interactions in social networks, such as
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blogs and forums, since chat on the Internet usually involves
very fast writing. The data usually contains many errors,
spelling mistakes, specific jargon, character flooding, among
others. The authors also point out the complexity at the time
of processing the data with automated parsers. They include
a list of features, which includes feelings and other character-
istics based on the content. In their experimental results they
describe that the classification based on their characteristics
can discriminate pedophiles from non-pedophiles with great
precision [13], [24], [25].

In a later investigation, Bogdanova et al. [23] propose
to model the obsessive discourse of an attacker using lex-
ical chains as a potential feature in the automatic detec-
tion of online sexual attackers throughout the conversation.
To estimate semantic similarity, they used two parameters:
the similarity of Leacock - Chodorow and Resnik. In their
results they show considerable variation in the length of
lexical chains related to sex according to the nature of the
corpus or database. The lexical chains related to sex in the
NPS corpus are much shorter, regardless of the similarity
of the measure used. The chains in the corpus cybersex
are even longer than in the corpus of PJ Foundation. With
this premise, they support their hypothesis that this could
be a valuable feature in an automated pedophile detection
system.

In [13], Cano et al. used a collection of features that aim to
characterize attacker conversations in stages of online prepa-
ration through the profile of an attacker based on the charac-
terization of: 1) bag of words (BoW); 2) syntactic; 3) polarity
of feeling; 4) content; 5) psycho-linguistic; and 6) speech pat-
terns. The main contributions of this article are: (1) proposal
of an approach to automatically identify the stages of prepa-
ration in an online conversation based on multiple character-
istics: lexicon, syntactic, feeling, content, psycho-linguistics;
and patterns of discourse. (2) Classification models for each
stage, using unique and multiple characteristics. For the gen-
eration of the models, they use several software tools, and the
use of the child preparation stages proposed by Olson. In their
findings, the authors show that the use of the characteristics of
the speech pattern alone can achieve on average a gain on the
lexical characteristics. (3) Analysis of particularities to iden-
tify the most discriminatory characteristics in each stage of
grooming.

In [25], the authors suggest a list of high-level features and
study their applicability in the detection of cyber-pedophiles.
For this purpose, they used a corpus of downloaded chats
from PJ Foundation and two sets of negative data of a dif-
ferent nature: cyberspace records available online and the
NPS chat corpus. In their analysis, the authors consider that
lexical chains are appropriate for modeling the obsessed
speech of pedophile chats. To find semantically related terms,
they used parameters of semantic similarity. In particular,
the similarity of Leacock and Chodorow and the resemblance
of Resnik. The results of the research show that NPS data
and pedophile conversations can be accurately discriminated
against each other with n-grams (characters), while in the
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more complicated case of cybersex records high-level char-
acteristics are needed to reach good levels of precision.

Pranoto et al. in [12] try to establish a mathematical logistic
model to classify whether an online conversation is a prepa-
ration conversation or not. For this purpose, the authors ana-
lyzed approximately 160 chat conversations to determine the
characteristics of a preparation conversation. These scripts
are obtained in a random way from http://www.perverted-
justice.com and www.literotika.com. The characteristics are
divided into 20 types. The scripts are divided into two sets:
100 scripts for the training set and 59 scripts for the test
set. As a result of the research, five most relevant groom-
ing characteristics were identified, and a logistic model was
established on this basis. The model is evaluated using the test
data set and the results show that the model has acceptable
results by the authors.

All the papers present proposals for the analysis of chat
conversations with childish pornographic content. It consid-
ers different topics that have enable to outline the behavior of
an attacker [35]. These topics have addressed aspects of feel-
ings, characteristics based on content, modeling of obsessive
discourse using lexical chains, among others. On the other
hand, the stages of grooming have been analyzed in syntactic
aspects, polarity of feeling, content, psycho-linguistic and
discourse patterns.

V. RESEARCH METHODOLOGY

Aiming at determining the life cycle of grooming, we will
define stations or phases named fopics. In the field of text
mining is the topic modeling, which allows to analyze a large
number of unstructured texts. There are several methods of
topic modeling, among the most relevant are Latent Seman-
tic Analysis (LSA), Probabilistic Latent Semantic Analy-
sis (PLSA), Correlated Theme Model (CTM), and LDA.
In related literature that compare the performance of LDA
with other models in terms of perplexity, it is determined that
the performance of LDA is higher than that of other models.
Also, it is established that LDA could be applied success-
fully in various applications aiming at identifying topics in
scientific publications, text classification and collaborative
filtering [36]-[39]. Under these criteria and based on the
nature of our study (text categorization), we decided to use
LDA as topic modeling.

First, the LDA generative statistical model is proposed;
it allows the modeling of topics. Based on this, two experi-
ments were carried out. In the first experiment, several top-
ics are determined according to the characteristics of the
pre-processed data. To obtain the data and its processing,
the recommendations of the CRISP-DM methodology were
followed [16]. After determining an optimal number of top-
ics, we proceeded to give them a logical context through
experiment 2. It uses several studies concerning linguistics
and communicational intentions to order the topics deter-
mined by LDA. Within this ordering, several proposals of life
cycles of APT with the topics were related, thus determining
the life cycle of the grooming.
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A. COMPUTER ATTACK EVALUATION

A computer attack represents any hostile activity against
a system or a person, using computer applications or psy-
chological persuasion techniques. Every attack has a tar-
get, and the responsibility of scientists is to determine what
they are in order to apply defense strategies. It is worth
noting that computer attackers are aware of the develop-
ment and execution of each attack by developing a series
of phases, stages, or steps to follow to make an attack
successful [40]-[43].

To identify the effects of each attack, they should be inter-
preted not only as isolated incidents or intrusions but also as
operations that, in some cases, contemplate long periods. The
stages of a computer attack are represented by models of life
cycle applicable to cyber-attacks as illustrated in Figure 4;
they are also known as “‘cyber-attack chains™ [44]-[46].
In the scientific field, several authors take as reference the
life cycle approach of Lockheed Martin [47], who developed
an initial model of cyber-attack chain. Under this criterion,
the main contribution of this study is the theoretical/practical
definition of the life cycle of grooming, from the point of view
of information security.

B. RESEARCH QUESTIONS

Formalizing the concept of grooming within the field of
information security will allow researchers to support future
research related to social engineering with the contributions
generated with grooming. To achieve these objectives, the fol-

lowing research questions are formulated:
RQ1: With the use of computer learning, can the phases

of grooming be determined as a computer attack?
RQ2: Cangrooming be considered an attack vector within
the APTs?
RQ3: Can the studies related to grooming support future
research associated with social engineering?

C. EXPERIMENTAL APPROACH
Figure 5 describes our experimental approach in two stages.
In the first stage, we pre-process the data obtained from
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PJ, then applied a topic modeling (unsupervised learning
paradigm) that allowed us to analyze several phases, stages
or steps herein topics. Due to the nature of the system devel-
opment, it should be noted that, in this assignment of topics,
linguistic analysis is not previously carried out. After this,
we contrasted the results obtained with statistical modeling
to justify the exact number of topics that will be applied to
grooming. Once this information is obtained, we analyzed
if these topics correspond to the different stations of the
life cycles proposed in the analysis of computer attacks.
In the second stage, we assigned a linguistic approach using a
set of word categories provided by the Linguistic Inquiry and
Word Count software (LIWC) at each stage determined with
LDA. LIWC is a program that analyses text. It reads a given
text and counts the percentage of words that reflect different
emotions, thinking styles, social concerns, and even parts of
speech. Once the stages were determined, the system was
trained with a linear classification model (supervised learning
paradigm) to determine the accuracy of the system.

In both experiments, quantitative and qualitative character-
istics were adopted (linguistic assignment); however, in the
first experiment, the results obtained by the software were
justified with statistical analysis. Within the first experiment,
the data was pre-processed with the development of scripts
with regular expressions to standardize the format of the data.
The treatment of the information was applied to 100 chats of
pedophile character with an average of 1200 lines of text per
chat, processing a total of chat lines of 128171. The number of
chats was determined based on the average of conversations
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analyzed in similar investigations and rejecting short content
conversations.

VI. EXPERIMENTATION

From the scientific method, reproducibility is an essential
aspect to be considered. Therefore, each of the phases of the
proposed methodology is detailed in the experiments carried
out. The data, hardware, and software resources used in the
experimentation phase are described in Table 2.

A. EXPERIMENT 1

In this section, several aspects that were considered in the
realization of the first experiment are addressed. Within these
aspects, the obtaining and processing of the data, the applica-
tion of the LDA model, and the life cycle of grooming are
explained.

1) DATA COLLECTION

100 conversations (128171 chat lines) were downloaded indi-

vidually in HTML format. The download in this format

allowed to use its components (labels) for the pre-processing
of the data. The process that was conducted for data collection
was:

« Dataset Download from PJ: As previously mentioned,
128171 lines of chats downloaded from PJ were used.
These records were generated between attackers and
pseudo-victims, and their selection was performed based
on the representativeness of the data with a manual
download for further analysis. The number of records
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TABLE 2. Materials used in experimentation.

Hardware
= Versi
Processor Intel Care i5-2320 @3.00 GHz NA
Installed memory
1 B ‘A
RAM) 0,0 GI N/
0s 64 bits, x64 p NA
Resource Description Version
It is an operating system produced
‘Windows by Microsoft as part of its family NA
of dows NT operating systems.
. . . Perl 5
It is a programming language suitable Version 28
Ped for writing simple scripts and complex Sub version 1
applications (v5.28.1)
Itisa ical computing envi
with multiple paradigms and a R2019a
MATLAB ¥ by Versicn 9.6
MathWorks.
” It is a MATLAB module that provides
Text Analytics i R2019a
tools to perform data mining and £
Toolbox. machine learning Version 9.6
) Itisa by Mi
Microsoft i = Excel 2017
Excel that has grlghm'woll, dynamic u‘:blu and Version 15.0
a for app
Data
Resource Description Version
It is the largest virtual repository of http:/iwwrw.
Perverted Justice grooming conversations publicly perverted-
ilable for analysis. Jjustice.com

represented the average of data used in related inves-
tigations. Conversation records were downloaded indi-
vidually in HTML format. This format will allow better
processing of the data for further analysis.

Description of the data: The superficial properties of
the acquired data were examined, and the number of
message lines contained in each chat and the number of
words contained in each message line were determined.
Data exploration: In this phase, it was identified that
all the conversations had a common structure made up
of four components: name of the sender (attacker or
pseudo-victim), time stamp, message, and annotations
of the pseudo-victim. From this analysis, it was deter-
mined that the essential components for the proposed
study are the name of the sender and the message. The
components such as timestamp and annotations were not
considered in the study.

Verification of data quality: Determining the qual-
ity of the acquired data was challenging because the
chats come from various sources, use informal language,
the vocabulary consists of slangs, shorthand, emoticons,
and contain spelling errors. For this reason, further
purification was required, which will be described in the
cleaning and pre-processing section.

.

.

.

2) DATA PROCESSING

Within this stage, exploration and verification of the data to
be analyzed was carried out. In a previous analysis, it was
possible to identify a typical structure in them, which is
composed of four parts: the name of the sender (attacker
or pseudo-victim), the time stamp, the message, and the
annotation (optional description). It is determined that two
of the identified parties are essential for the analysis; these
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are the name of the sender and the message. The remain-
ing two parts, which are the time stamp and the optional
annotations, are not relevant to the present case study. The
verification of the quality of the data was a challenging
aspect given the nature of the chats, because they come from
different sources and the language used in the conversations is
extremely informal to contain slangs, shorthand errors, emoti-
cons, and misspellings. Therefore, the data requires several
pre-processing and cleaning steps before the analysis can be
performed:

« Data selection - Attackers only: The decision on what
data should be used for the analysis is based on several
criteria, including their relevance to the objectives of
data mining, as well as technical and quality limitations,
limits on the volume of data, and types of data [50].
As described in the previous sections, the data records
for this case study are conversations between attackers
and pseudo-victims (undercover agents). After analyz-
ing the dialogues, it is evident that the attackers lead the
conversations and choose the topic of discussion; most
of the time, they force the psendo-victims to answer
unethical questions. The pseudo-victims, in most cases,
follow the topic of the conversation with typical answers
like “yes”, “no”, “maybe”, “we will see”, among
others. Therefore, to effectively analyze the grooming,
it was determined that only the messages of the attackers
would be analyzed.

« Standardization and extraction of relevant data: To
extract only the required data, a distinction was gen-
erated between the attacker’s messages, the pseudo-
victim’s messages, and time-stamps, making use of the
HTML tags. Using perl-based scripts and regular expres-
sions, only the data relevant to the investigation was
filtered.

« Integration of the data in a CSV file: By having several
files of independent conversations, a unified structure is
created from the extracted data; this structure includes
all the messages coming from the attackers. For doing
so, the data is grouped into a file of type CSV, which is
constituted as the base structure that contains all the text
data to be treated later.

« Pre-processing: In the pre-processing stage, two inter-
mediate threads called cleaning and text standardiza-
tion are performed. For cleaning the text, punctuation
marks and special characters and words that add noise
to the study are eliminated. These words are known
as stop words and are all those articles, prepositions,
conjunctions, pronouns, among others, that do not add
meaning to the investigation. After cleaning, the stan-
dardization stage is performed where all the text is
lowercase, the verbs are taken to their base form, for
example “getting” to “get,’ lemmatization and nor-
malization techniques are applied, to finally eliminate
all words that have 2 or less characters or that exceed
15 characters.

The obtained results are illustrated in Figure 6.

”
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3) APPLICATION OF LDA MODEL

LSA [51] and LDA [15] are widely used in NLP applications
for similar tasks. These methods use semantic distances or
similarities/relationships between terms to form cliches or
word chains. LSA and LDA use the joint frequency of the
concurrency of words in different bodies, and links between
them to find closely related words. Although these methods
can be used in a similar way for several NLP tasks such
as text summary, answer to questions or topic detection,
each one uses different measures and has different mean-
ings. LDA generates topical threads under an earlier Dirich-
let distribution, while LSA produces a correlation matrix
between words and documents. Under this consideration,
LDA has been taken as reference for the determination of
topics.

Tests of the LDA model: As a first step, the LDA model
required a dataset sectioning (90% - 10%) to evaluate the
quality of adjustment (perplexity vs. time) and be able to
determine an optimal number of topics. Note that, in the
application of the LDA model sectioning was not required,
the model was adjusted to the number of defined topics,
through the creation of a bag of words with unigrams,
obtaining a classification of words by topic as can be seen
in Figure 7.
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4) OBTAINING NUMBER OF TOPICS

(LIFE CYCLE OF GROOMING)

To determine the number of standard topics of grooming,
in contrast to the life cycles of computer attacks described
in Figure 4, we proceeded to choose a range of values
that contains several numbers of topics, and in its analysis
determine an optimal compromise solution based on the per-
plexity and processing time in the application of the model.
To demonstrate the effects of the compensation, the quality
of adjustment, and the adjustment time are calculated. If the
optimal number of topics is high, a lower value can be chosen
to speed up the adjustment process and determining the most
appropriate number of topics allowed. The range considered
to determine an optimal compromise solution started with
two (topics proposed by Lancaster) and ended with eight
topics proposed by Mandiant, BSI and Sdapt [43].

The pre-processed CSV dataset was required to execute the
LDA algorithm. The algorithm itself required that the dataset
be divided into two groups to train and validate the model.
In our case study, 90% for training and 10% for validation.
The model by its natural defined two groups of bags of words
with unigrams.

The optimal value result determined that the number of
topics suitable for the analysis of the life cycle of grooming is
six, as illustrated in Figure 8. As can be seen, the perplexity
and the time elapsed for this number of topics is reasonable.
Besides, it can be deduced that an increasing number of topics
leads to a better adjustment, but adjusting the model takes
longer to converge. As additional data, it could be deter-
mined that two additional theoretical topics are not testable
through the dataset since the first would define the way
attackers look for their victim and as a second topic is the
demonstration of the mechanisms or associated techniques
to maintain contact after performing sexual encounters. This
is because the pseudo-victims cease to have communication
with pedophiles once they pose fortuitous encounters.

Operation of the LDA model with 5 text lines from
the dataset: To analyze the functioning of the LDA model,
we proceeded to evaluate it with 5 lines of text from the
dataset: 1.- ““love give massage”, 2.- “nice warm lotion
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body”, 3.- “love”, 4.- “give nice ass rub”, and 5.- “yeah
why”. In Figure 9, we can observe the mixture of the six
topics present in each one of the lines of text analyzed with
the LDA model. It is also observed that, for each analyzed
document, the probability of a topic stands out above the
others, this allows to infer the belonging of the document to a
particular topic, understanding a document as a text message
and each topic as a phase of grooming.

Operation of the LDA model with test text independent
of the dataset: To test the accuracy of the unsupervised LDA
model, a separate string of text was created from the data of
the dataset (“this will be our little secret... do not tell your
parents about me... I can get in trouble’’) obtaining the result
depicted in Figure 10. In the bar chart, it is observed that in
the text used, there are multiple mixtures of topics, and the
highest probability of belonging for this text is found in topic
number 3.

B. EXPERIMENT 2

In this section, the number of topics determined with lin-
guistic characteristics is related. In this way, a supervised
classification model will be applied, and it will be finalized
with the analysis of the results and its accuracy.
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FIGURE 11. Process to characterize and define the stages of the life cycle
of grooming.

1) CHARACTERIZING THE TOPICS WITH

LINGUISTIC ASPECTS LIWC

As illustrated in Figure 11, part of the process that will char-
acterize and define the stages of the life cycle of grooming,
as a first phase it is required to combine the topics obtained
with the application of the LDA model, with the categories
linguistics provided in [52] and obtained from the LIWC
software.

Proposal of descriptors based on communicational
intentions: Applying the LDA model with 6 topics grouped
words with their respective frequency within each topic; how-
ever, they are only words and require a linguistic process,
in order to give a meaning to each topic. Based on Figure 11,
we will explain the process of characterization of the text of
a topic with linguistic aspects. This process was replicated in
the rest of the topics as follows
Obtaining words frequently from each topic;

« The linguistic categories provided by LIWC were com-
piled as depicted in Figure 12;

Each word was placed within one or more linguistic
categories;

With the linguistic characteristics obtained, it was possi-
ble to infer the communicator intentions of the attacker
in the selected topic;

« In the process of determining the ‘“‘communicational
intentions” we observed that in some cases these were
repeated, due to the nature of the attack. With this
background, we created a structure of descriptors that
conceptualized each communal intention formulated;
To finish with the formalization stage of the descriptors,
we codified them. It is worth noting that these descrip-
tors are specific to the analysis of grooming and that later
they will be used to label the data set, a step prior to the
application of a supervised learning model.

.

2) TAGGING DATA WITH TOPICS
With the use of the communicational intentions and the
descriptors based on the LIWC categories, within our context,
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LIWC Categories Language examples }
You You !
Y
Friend Friend. boyfriend, girlfriend, lover (
Saocial Adult, anyone, party, outsider. fight. story. phone. private, public, gossip s
Work Homework. office, school }
Legure . ba . haggo teleyisign. movi

FIGURE 12. Linguistic categories LIWC.
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FIGURE 14. Process of data labeling.

Toples Grooming Descriptors
Cor icative intenti . .
(stoees) | Coue e mmunicative intention TABLE 3. Grooming station.
o1 Basic info Acquire basic information of the vietim. i
Doion | ke |
Emphasize the socal and contextual understanding of the victim with Aoxpiize bads Ixformiation of B
Topic1 | 032 Saip the use of adolescent jargon. T ool cls it i o e M st a
Distract the victim by cresting conversation about unimportant o of the victin: with (e shunt. s vintie, such am kis age, gnder md intmnals.
013 Small talk , This stage can bo sovisitnd sovens] tne dopensding aa
uncontrover s. aas of odeltumt the Jovol f contact fhe actackey kas With the victhe.
p21 o Establish a link with the victim when talking about their personal ‘cauversatian about aatupartant of
interests. malh\n&“
Topic2 | 022 | School/sodsl | ACAuITe specifc information of the victim,related to his frisnds, family, talking sbout thakr paccasl Sets. The etleckee :'."-"‘ 4 ok with fan _‘"‘"" by &
school and soclal life. Ew. Thw stackoy i3 by od
okl a1 K Sk, sl @ try o gain the trusk of the vidim.
023 | Positive emotions | SN compassion and understanding to gain the confidence of the sohoal mad scolal Hfs.
victim,
10 gain the amfidoner of fhe victim.
Bt Family / Inguire about the location, the parent’s schedule and the victim's Toquire ebowt the Jocation, e pewors K . N
supervision supervision. the victim's sopervision. The sitacion beging tn inquire sbovt 1he location,
Topic 3 the paree’s achodale s fho victinr's tparvisics,
032 | Negative ematians | E15Ur€ the slence of the victim by describing the consequences of ‘e s dleoce of 6 icia by aeing this Rnfornetien to dotoeniine the risk of belog
’ revealing the nature of their relationship the pomscquences of cmughs. R wcoocages the victim oot © reveal e
Imealing the natars of thelr et rehtioukip with oz and carmms e
a1 Exclusivity | Establish an exclusive relationship with the victim. alloeo of o viotins with varions 3
Topica | a2 — Express feelings of love, care and confidence. AR £ et nhmaly Tho attecker rios (o0 establisk 4 rusting end exchisivo
: s Tolings T, s el | ™tionebip with e victim, Affeay s they sher ¢ E
apecial bead. The concept of love, cars aad falings i
Das | Compliments | Adulate the victim to maintain and increase the level of trust. ooufidence. = ‘gecars] wrs Iomrodiced.
inceease fhe level of trost.
os1 Blology Desensitize the victim In the sexual theme, using biological terms. Deswngitizs fon victim Tn the woal
E_— , thom, wing blalagical Vi ko it sen st v s i b ™
bs2 Sexual related Detail the sexual acts you want to perform with the victim or past sexual Inteathons. attasker
P dipiancad: Diotall e seconl #2 you Wk © om wk thoat past seamil experiences e dota] the
pesfm with the victim or past sooal exgal acts o wishes % pecorm with the victin, In this
Teds | e Meeting Plan a personal encounter with the victim. experieeces. stage fhe scxml conket is predasinent.
£ arrangement T 1s In s inal stage st o attacker stismpts & persoval
- o ‘ot with the vicim, egeeing on « physical place
- personal encimter with fha and e 1> et the conatos
FIGURE 13. Assigning codesto data. ity sariocaman o waianining fia dadoostip, which tDows Ge | 9%
o i 8

we proceeded to assign the corresponding codes to the struc-
ture of each line of text. This is made up of one or several
descriptors as shown in Figure 13. It should be mentioned
that for the code to be successful the system, see Figure 14,
must validate that each word contributes to a general idea
of the line of text and belongs to the established cate-
gories otherwise the system will exclude from your label-
ing. Additionally, the process that was accomplished for
the definition of the communicational intentions allowed
to refine the delimitation and distinction of the different
groups of topics that will be categorized in the following
section.

Life cycles of a computer attack applied to grooming:
With the purpose of analyzing grooming as a computer attack,
we proceeded to verify the relationship of the most rep-
resentative life cycles with the communicational intentions
described in the research. In orderto proceed with this phase,
first operational concepts (definition) were determined that
contemplate the communicational intentions and in turn were
assigned a topic or station number (see Table 3).

Having determined a characteristic definition of each
grooming station, once the communicational intentions have
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been identified, we proceeded to compare them conceptually

with each of the stages of the different life cycles most recog-

nized in the scientific field related to computer attacks within

the field of information security as illustrated in Figure 15.

« In the analysis of the first grooming station, its corre-
lation was identified with the first station of the life
cycle of all the proposals examined. Being gathering
information, of the SDAP model, which in concept was
adapted more to our definition.

In relation to the second station proposed, the definition

found was between stations 1, 2, 3 and 5 of all the

models. However, the second station gaining access of
the SDAP model defined the station better.

« With regard to the third station, this was identified
between stations 3, 4, 6, 7, 8 and 2 of the models
analyzed. The fourth station of the Logrythm, lateral
movement, indicates the characteristics of the commu-
nicational intention that determined this corresponding
grooming station.

+ When analyzing the fourth station, the heterogeneity
of concepts associated with it was evidenced, being
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FIGURE 15. Operational concepts (definition) related to the

[ icational

stations 2, 3, 4, 5, 6, 7 of the different authors, those

that coincided conceptually with this station. However,

the fourth station of Mandiant, escalate privileges, was
the one that in position and concept defined the station.

Stations 4, 2, 5, 6, 3 of the analyzed models showed cor-

respondence with station number 5 of grooming. In this

way, Mitnick station 4, execution to achieve objective,
characterized it more accurately.

« For the selection of the concept of the last station of
the grooming, it was observed that almost in all the
stations of the models were contrasted with the last or
penultimate station. However, the phase proposed by
Mouton et al. [49] is the best one that describes the end
of the attack debrief, since in this station the attacker
manages the mental state of his victim at his convenience
with different strategies.

3) APPLIED SUPERVISED LEARNING

CLASSIFICATION MODEL

For the selection of a supervised learning model classification
technique, it is advisable to understand the nature of the
problem. This is the case of linear classifiers, given that
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FIGURE 16. Class distribution histogram.

their simplicity and computational appeal are widely used in
problems of automatic text classification, an integral part of
our research [53], [54].

Another important aspect of this classification is its use-
fulness in machine learning and data mining consequently
text mining. Unlike nonlinear classifiers, such as neural net-
works, which allocate data to a higher dimensional space,
linear classifiers work directly on the data in the original
input space. While linear classifiers cannot handle certain
complex data types, they may be enough for textual content
data. For example, linear classifiers have been shown to offer
competitive returns on document data with non-linear classi-
fiers. An important advantage of linear classification is that
the training and testing procedures are much more efficient.
Therefore, linear classification can be very useful for some
large-scale applications [55]-[57].

Below is the process to train a linear classifier that is based
on the word frequency count, through a bag-of-words model.
Using it as a predictor of the stages of grooming to which a
certain text message belongs.

For the application of the linear model the following steps
were followed:

o The pre-processed CSV file is complemented with the
labels of the stages of the life cycle of the grooming;

« The dataset is loaded in CSV format to MATLAB;

« A class distribution histogram is constructed to show the
presence of each of the grooming stations in the dataset,
see Figure 16;

« The data set is divided into 2 partitions for training and

one set excluded for testing and validation (the training

percentage was 70% and 30%, respectively);

The classification model that takes as input a Bag-of-

words model, which contains the pre-processed and

labeled data, is constructed and trained;

The classifier is tested to predict the labels of the test

data using the trained model and then the classification

accuracy is calculated, this being the proportion of labels
that the model predicts correctly;

« An array is created with new data (text messages) to test
the model.
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Classification Accuracy
on Test data

red - predictindl,XTest);
acc = sum(YPred == YTest)/numel(YTest)

acc =

0.9761

on New data

Xiew = encode (bag, doc )
labelshiew = predict (adl,Xhew)

Isbelshiew =
31 categorical array
s3

s6
ss

New Message Text Wanual
Classification | Classification

3 (Lateral
movement)

1s your dad usual

S5 (Execution) | 55 (Execution)

FIGURE 17. Model accuracy and test with new data.

4) RESULTS AND MODEL ACCURACY

After applying the proposed steps sequentially, and applying
data that are not known by the system, it describes that its
accuracy was 97.61% (see Figure 17), thus confirming that
the linear model was adapted without major problems to our
case study.

5) COMPARISON OF THE PROPOSED LINEAR MODEL WITH
DEEP LEARNING MODELS

Research related to the detection of cyber-pedophiles and
grooming, support their studies with previous investigations
related to artificial intelligence. In some cases, they review
the literature of implemented algorithms and in other cases
they propose new algorithms aimed at improving classifica-
tion efficiency. Algorithms such as Support Vector Machine
(SVM), Naive Bayes, Decision trees and k-nearest neigh-
bor (KNN) and k-means clustering, have already been evalu-
ated [7], [25], [26], [58]. Regarding the deep learning models
applied, we tested 2 different models: A convolutional neural
network (CNN), see Figure 18, and a Long short-term mem-
ory (LSTM) network, see Figure 19. The classification accu-
racies we obtained with these models were 96.11% for the
CNN and 95.91% for the LSTM network. Based on these
results, it is shown that the linear model is the best applied
to our case study (classification of texts, see Section VI-B.3)
since its accuracy is higher (97.61%) compared with that of
the deep learning models.

VIl. ANSWERING RESEARCH QUESTIONS

A. WITH THE USE OF COMPUTER LEARNING, CAN THE
PHASES OF GROOMING BE DETERMINED AS A
COMPUTER ATTACK?

The researches related to grooming have been analyzed from
the psychological point of view, this aspect not being sup-
ported by agreements of the scientific community allows
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researchers to determine different phases with a high degree
of subjectivity. For this reason, the research was based on a
statistical model LDA that allowed to determine a specific
number of stations or phases that attackers follow when
applying this attack to their victims. With the application of
computational learning it became evident that it is feasible to
determine if a text belongs to a specific station with a high
degree of accuracy.

B. CAN GROOMING BE CONSIDERED AN ATTACK VECTOR
WITHIN THE APTS?

In the search to be able to place grooming as an attack
vector within social engineering and information security,
Krombholz et al. [59], in its taxonomy proposal refers to
APT. Chen et al. in [42], clearly describes and justifies the
difference between APT attacks and traditional cyber-attacks.
In this differentiation they determine that the APT come from
highly organized, sophisticated, determined and obstinate
attackers who direct their attacks to specific people or organi-
zations, government institutions, commercial companies with
the purpose of obtaining competitive advantages, strategic
benefits that in some situations cause irreparable damage.
All this process is successful based on the repetitiveness of
their attack attempts, maintaining discretion and non-invasive
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immediately, but with high resistance capabilities, in the long
term in order to meet their objectives.

One of the attacks considered APTs, is social engineer-
ing. Attackers who apply social engineering have shown
very diverse behavioral patterns (friendship, empathy, threat,
abuse of trust, etc.). These psychological traits, when orga-
nized in phases, demonstrate a common behavioral pat-
tern that is persistence. As it has been demonstrated in the
research, grooming follows this same behavioral pattern, for
this reason being a type of social engineering enters the APT
classification.

Alshamrani ef al. [44] built a list of criteria that determine
whether an attack is APT or a common cyber-attack. If the
answer to any of these relative criteria is true for the attack
case in question, then the attack is not APT. In Table 4,
a grooming attack is contrasted with the mentioned list of
criteria, in this way, it is framed within the group of APT
attacks, in order to analyze it from that perspective.

There is a divergence of criteria when updating the concept
of an APT; for this reason, it is difficult to take security
measures against these unconventional attacks. On the other
hand, organizations such as the National Institute of Stan-
dards and Technology (NIST) have not taken into account the
new objectives and damages caused by the APT. However,
the increasing manifestation of the APT with sophisticated
methods and deterministic characteristics make the security
industry point out the need to review the definition of APT,
to include other domains with new attack targets [43].

In the scientific field, several criteria have been proposed
to update the concept of an APT. It starts from a military
criterion, to refer to a class of sophisticated attacks, carried
out by highly skilled attackers, whose objective is to obtain
sensitive information from their victim [40]. The definition
of an APT is made up of the combination of three terms:

« Threat: the threat in APT attacks is usually the loss of

sensitive data, the impediment of critical components or
the breaking of the victim. These are growing threats
for many national entities and organizations that have
advanced protection systems that protect their data.
Persistent: APT attackers are very determined, persistent
and obstinate. Once they get access to the victim, they
try to extend their stay for as long as possible. They use
several evasive techniques to avoid detection and follow
a slow and discreet approach to increase their likelihood
of success.
Advanced: APT attackers usually have advanced tools
and methods, necessary to perform an APT attack. These
advanced methods include the use of multiple attack
vectors to execute, as well as to keep the attack going.

.

.
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According to the NIST [41], an APT attacker: (i) pursues
its objectives repeatedly over a prolonged period of time;
(ii) it adapts to the efforts of defenders to resist it; and (iii) is
determined to maintain the level of interaction necessary to
achieve its objectives. These objectives are usually the theft
of information or the deterioration of critical aspects of a
mission or program through multiple attack vectors.

Within the study of the APT [43]-[45], [47], we have
observed the interest of contributing to the detailed study of
differentiated attacks according to their processes by applying
life cycles proposed by industry and academia (see Figure 4)
based on concepts of computer attacks.

C. CAN THE STUDIES RELATED TO GROOMING SUPPORT
FUTURE RESEARCH ASSOCIATED WITH SOCIAL
ENGINEERING?

Taking into account that the studies of social engineering are
in continuous development and have as one of their objectives
to determine behavioral patterns of the attackers and their
victims, it is evident that the present study can support future
investigations aligned to the study of social engineering as an
APT within the field of information security.

VIIl. CONCLUSION AND FUTURE WORK

We have positioned grooming as an attack vector within
social engineering and information security. Through the
modeling of topics, different stages or seasons of a life
cycle of grooming associated with social engineering is
determined; this will allow supporting investigations related
to identifying patterns of malicious behavior online. Addi-
tionally, a psychological and technical profile of the type
of attacker associated with online pedophilia has been pre-
sented. We have conducted two experiments, the first consists
of determining, in a computational way through a statistical
model, stations, or cycles related to grooming. The second
experiment gives a linguistic concept to the established sta-
tions. In the last experiment, a linear model of machine
learning was applied, according to the determined linguistic
characteristics, aiming at characterizing text pertinent to the
case study (online pedophilia), obtaining an accuracy per-
centage of 97%. All data was selected and downloaded from
the Perverted-Justice website. It is worth noting that although
the related work does not align directly with information
security, we address the topic following an information secu-
rity approach. For this reason, the research covers several
fields aligned to security, such as APT persistent advanced
attacks and social engineering. The processing and evaluation
of short text lines obtained from instant messaging protocol,
through the proposed approach, does not only apply to the
case study but can be reproduced in other security-related
fields, these can be online bullying, bank fraud, phishing,
among others. One of the main challenges in the path of new
cases of study is obtaining relevant data related to the research
field; for this reason, it is essential to promulgate and to
disseminate in the scientific community this type of studies,
to gain more interest in the academy and industry. As future
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work, we have planned to implement the model in parental
control systems for further optimization. As a step before
this implementation, the model must be contrasted with data
from instant messaging, with texts of adult conversations
of a sexual nature and frequent conversations. In this way,
the system will have the ability to unlink these conversations
from the classification and location of relevant texts to the
violation of privacy.
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Caédigo del script regex_formatChatLogs.pl!

#scripts para estandarizar formato de chats extraidos desde perverted justice
#script 1

use Encode;

use utfs;

use HTML::Entities;#Convert html encoding into utf8 plain text and vice versa
use warnings;

use strict;

binmode STDOUT, ":utf8";

if (! defined $ARGV[@]){die "Formato de uso: \nperl regex_format.pl
input_directory\nEjemplo de uso:\nperl regex_remplazo.pl html_input\n";}
main($ARGVLO]1); #Calling main procedure

sub main{
my ($directoryName) =@_;
#0pening directory and storing file names into an array
my @filelList=&readFiles($directoryName);
foreach my $fileName (@filelList){
my $htmlFileContent = openFile($fileName);
$htmlFileContent = decode_entities($htmlFileContent);

#FASE I: ESTANDARIZAR FORMATO DE CHATS
#0.1 Limpiar etiquetas existentes dentro de mensajes
$htmlFileContent =~
s/MIPNONTIN:DINST?2(2:\<(2:(2IN\>).0O*\>){0,33((7: (1<) D)2 \<\V/(7: (21\>) . D*\>){0,3} /%1
$2/gm;

#0.2 Limpiar comentarios que inician con la etiqueta: <span class='code_c'>
comentario </span>

$htmlFileContent =~ s/<span
class="code_c'>(?:(?:(?"1\<\/span\>).)*\<\/span\>)//gm;

#0.3 Limpiar etiquetas <b> & </b> dentro de mensajes
$htmlFileContent =~
s/<b>[\s]1?2((?:(?I1\<\/b>) . )*[\s1?)\<\/b>[\s]?(\<br[\s]?\/\>)/$1 $2/gm;

#Estandarizar nombre atacante
#1.1 Cuando nombre de atacante tiene etiqueta: <span class='blueBold'>
$htmlFileContent =~ s/A<span class="blueBold'>[\s]?((?:(?!\<\/span\>).)*)[
122 :\<\/span\>)[\s1?2C2: NN DONIT+ININDIN: NI 2 (2:\<(INS) OS2 N\ DO (?
N<NV/C2INS)O*N\S)?2(2:\s)?2(2:\<br[\s]?\/\>$)/\{$1\}: $2/gm;

#1.2 Cuando nombre de atacante tiene etiqueta: <b>

$htmlFileContent =~
s/A<b>[\s]?2((?: (?1\<\/b\>) . D*)[\s]1?2(?:\<\/b\>)[\s1?(7: N[\ [MO\IT+I\INDIN:D\s]?2(?2: (7:\<(?
IN>)OFN\S)?\s]?2((2: (2N OFD (2 \<\V/(2INS)DFNS)?[\s]2(2:\<br[\s]1?\/\>$)/\{$1\}: $2/gm;

#1.3 Cuando nombre de atacante tiene etiqueta: <b> & <span class='blueBold'>
$htmlFileContent =~ s/A(?:<b>)?<span
class="blueBold'>[\s]?((?:(?'\<\/span\>).)*)[
12C2:\<\/span\>)[\s]12C2: IN\INCON\NIT+NINDININSTI 2D (2: (2 \<(2I\S) DF\S)?2((2: (2N DM (2: (2
A<V (2INS)O*FN\S)?2(2:\s)?2(2:\<br[\s]?2\/\>$)/\{$1\} : $2/gm;

#0.4 Limpiar etiquetas <b> & </b> dentro de mensajes
$htmlFileContent =~ s/<b>[\s]?2((?:(?!\<\/b>).)*[\s]?)\<\/b>/$1/gm;

#1.3 Cuando nombre de atacante tiene etiqueta: <b> & <span class='blueBold'>

$htmlFileContent =~ s/A(?:<b>)?<span
class="blueBold'>[\s]?((?:(?'\<\/span\>).)*)[
12C2:\<\/span\>)[\s]12C2: NI\ ON\IT+NINDININSTI 2D (2: (2 \<(I\S) DF\S)?2((2: (2N DR (2: (2
AN<NV/(2INS)DFN\S)?2(2:\s)?2(2:\<br[\s]?2\/\>$)/\{$1\} : $2/gm;
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#1.4 Cuando hay emoticones dentro del mensajes

$htmlFileContent =~ s/A(?:<b>)?<span
class="blueBold'>[\s]?((?:(?'\<\/span\>).)*)[
12C2:\<\/span\>)[\s]12C?: NI\ ONIT+NINDIN:[N\sI2)((2: (2 1\<br \/\>).)*)\<br
\/\>/\{$1\}:$2/gm;

#Estandarizar nombre victima
$htmlFileContent =~

S/ACCANINNNH) 2\ 22 NN DIONTI+ININDIN D (2:\S)?2(2:\<(2: (2IN\>) DOFNS)?2((2: (PN D)F)(?

(2NN (2INS) . OM\S)?(2:\s)?2(2: \<br\s\/\>$)/\[$1\]\=$2/gm;

#Limpiar etiquetas restantes
$htmlFileContent =~ s/(?:\<(?7:(?1\/\>).)*\/\>)//gm;
$htmlFileContent =~ s/A[A\[\{]+//gm;

#Storing the output
&storeNewFile($fileName, $htmlFileContent);

}Y#\for
}

sub trim{
my ($str) = @_;

$str =~ s/A *| *$//g;
return $str;

}

sub printOrNot{
my ($openTag, $str ,$closeTag) = @_;

if ($str I~ /75
$str = $openTag.$str.$closeTag;
}

return $str;

}

#Returns the string if defined, empty otherwise.
sub imprime{
my ($str) = @_;

if (!defined $str){
$str'=ll n ;
}

return $str;

}

#Receives text between pairs of font tags #Produces one string without html
sub removeFontTags{
my ($str) = @_;

$str =~ s/\s*<font[A>]*>|<\/font>\s*/ /g;
$str =~ s/ {2,}/ /g;
return trim($str);

}

sub storeNewFile{
my ($fileName, $fileContent) = @_;
my $directoryName = "limpio";

if C -d "$directoryName™) {
print "Directory found \"$directoryName/$fileName\"\n";

tags.
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}

else {

print "Directory \"$directoryName\" was not found, but it has just been created.\n";

mkdir("$directoryName");
}

#Removing directory name from the inicial input.

$fileName = substr($fileName, index ($fileName, "/")+1, (length ($fileName)-index
($fileName, "/")+1));

&writeFile("$directoryName\\$fileName", $fileContent);
}

#Creates a new file. #Deletes all content of old file, if existed.
sub writeFile
{
my($fileName, $content) = @_;#
#writing content into a file.
#open FILE, ">$fileName';
open(FILE, ">:utf8",$fileName) or die "Can't read file \"$fileName\" [$!1\n";
print FILE $content;
close (FILE);
}

sub readFiles{
my ($folder)=@_;
my @files=<$folder/*>;
return @files;

}

sub openFile{
my ($fileName) = @_;
local $/;#read full file instead of only one line.
open(FILE, "<:utf8",$fileName) or die "Can't read file \"$fileName\" [$!]1\n";
my $fileContent = <FILE>;
close (CFILE);

return $fileContent;
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Cadigo del script regex_getAttacker.pl

#1/usr/bins/perl
#Scripts para estandarizar formato de chats extraidos desde perverted justice
#Script 2: Extraer mensajes de atacante

use
use
use
use
use

Encode;

utfs;

HTML: :Entities; #Convert html encoding into utf8 plain text and vice versa
warnings;

strict;

binmode STDOUT, ":utf8";

if (! defined $ARGV[@]){die "Formato de uso: \nperl regex_getAttacker.pl
input_directory\nEjemplo de uso:\nperl regex_remplazo.pl html_input\n";}
main($ARGVLO]1); #Calling main procedure

sub

main{

my ($directoryName) =@_;

#0pening directory and storing file names into an array
my @filelList=&readFiles($directoryName);
foreach my $fileName (@filelList){

my $htmlFileContent = openFile($fileName);
$htmlFileContent = decode_entities($htmlFileContent);

#FASE IT1: EXTRACCION DE MENSAJES ATACANTE
$htmlFileContent =~ s/AN{J(?:(7:(2\}).)"\}\:)(.*)$/$1\n/gm;
$htmlFileContent =~ s/A[\[](?:(2:(2\]).)"\I\=)(?:.*)%//gm;
$htmlFileContent =~ s/A[\s]+//gm;

#$html FileContent =~ s//;

#Storing the output
&storeNewFile($fileName, $htmlFileContent);

}Y#\ for

}

sub

}

sub

trim{
my ($str) = @_;

$str =~ s/A *| *$//g;
return $str;

printOrNot{

my ($openTag, $str ,$closeTag) = @_;

if ($str I~ /7804

}

$str = $openTag.$str.$closeTag;

return $str;

}

#Returns the string if defined, empty otherwise.

sub

imprime{
my ($str) = @_;
if (!defined $str){
$str="";
}
return $str;
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#Receives text between pairs of font tags #Produces one string without html tags.
sub removeFontTags{
my ($str) = @_;

$str =~ s/\s*<font[A>]*>|<\/font>\s*/ /g;
$str =~ s/ {2,}/ /g;
return trim($str);

}

sub storeNewFile{
my ($fileName, $fileContent) = @_;
my $directoryName = "attacker";

if C -d "$directoryName™) {
print "Directory found \"$directoryName/$fileName\"\n";
}

else {

print "Directory \"$directoryName\" was not found, but it has just been created.\n";

mkdir("$directoryName");
}

#Removing directory name from the inicial input.

$fileName = substr($fileName, index ($fileName, "/")+1, (length ($fileName)-index
($fileName, "/")+1));

&writeFile("$directoryName\\$fileName", $fileContent);
}

#Creates a new file. #Deletes all content of old file, if existed.
sub writeFile
{
my($fileName, $content) = @_;#
#writing content into a file. #open FILE, ">$fileName";
open(FILE, ">:utf8",$fileName) or die "Can't read file \"$fileName\" [$!1\n";
print FILE $content;
close (FILE);
}

sub readFiles{
my ($folder)=@_;
my @files=<$folder/*>;
return @files;

}

sub openFile{
my ($fileName) = @_;
local $/;#read full file instead of only one line.
open(FILE, "<:utf8",$fileName) or die "Can't read file \"$fileName\" [$!]1\n";
my $fileContent = <FILE>;
close (CFILE);
return $fileContent;
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Iv.

V.

Cédigo de la funcidon preprocessText.m

function documents = preprocessTextlLite(textData)
% Tokenize the text.

documents = tokenizedDocument(textData);

% Convert to lowercase.

documents = lower(documents);

% Erase punctuation.

documents = erasePunctuation(documents);

end

Modelo Estadistico para clasificacion de texto en Matlab

rng('default")

%E1 archivo chatlogs.csv contiene los datos de texto a ser analizados.
filename = "chatlogs.csv";

data = readtable(filename, 'TextType', 'string');

¥Eliminar las filas que con mensajes de texto vacios.

idx = strlength(data.message_text) == 0;

dataCidx,:) = O;

%Convertir las etiquetas en la columna message_stage de la tabla a categéricas y visualizar
la distribucion de las clases en los datos utilizando un histograma.

ata.message_stage = categorical(data.message_stage);

figure

h = histogram(data.message_stage);

xlabel("Class™)

ylabel("Frequency")

title("Class Distribution™)

%Particionar los datos en una particidén de entrenamiento y un conjunto retenido de prueba.
Especificar que el porcentaje retenido sea del 30%.

cvp = cvpartition(data.message_stage, 'Holdout',0.3);

dataTrain = dataCcvp.training,:);

dataTest = dataCcvp.test,:);

%Extraer los datos de texto y las etiquetas desde las tablas.
textDataTrain = dataTrain.message_text;

textDataTest = dataTest.message_text;

YTrain = dataTrain.message_stage;

YTest = dataTest.message_stage;

%Utilizar la funcion preprocessText definida previamente para preparar los datos
de texto.

documents = preprocessText(textDataTrain);

documents(1:5)

%Crear un modelo bag-of-words a partir de los documentos tokenizados.
bag = bag0fWords(documents)

%Eliminar las palabras del modelo bag-of-words que no aparezcan mds de dos veces en total,
asi como cualquier documento que no contenga palabras, y eliminar las correspondientes
etiquetas.

bag = removelInfrequentWords(bag,2);

[bag,idx] = removeEmptyDocuments(bag);

YTrainCidx) = [;

bag
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%Entrenar el modelo de clasificacién lineal multiclase utilizando la funcion fitcecoc.
Especificar la propiedad Counts del modelo de bolsa de palabras como predictores y las
etiquetas de tipo de stage como respuesta.

XTrain = bag.Counts;

mdl = fitcecoc(XTrain,YTrain, 'Learners', 'linear")

%Predecir las etiquetas de los datos de prueba utilizando el modelo entrenado y calcular la
precision de la clasificacion.

documentsTest = preprocessText(textDataTest);

XTest = encode(bag,documentsTest);

YPred = predict(mdl,XTest);
acc = sum(YPred == YTest)/numel(YTest)

%Predecir utilizando nuevos datos
str=[ ...

"is your dad usually around?"

"do u wanna come in like an hour?"
"wish you had some more body pics"];
documentsNew = preprocessText(str);
XNew = encode(bag,documentsNew);
labelsNew = predict(mdl,XNew)
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VI. Red Neuronal Recurrente LSTM para clasificacion de texto en Matlab

%Importar los datos de registros de chats.

filename = "chatlogs.csv";
data = readtable(filename, 'TextType', 'string');
head(data)

¥Eliminar las filas de la tabla con mensajes de texto vacios.
idxEmpty = strlength(data.message_text) == 0;
dataCidxEmpty,:) = [1;

%Convierte etiquetas a tipo categoéricas.
data.message_stage = categorical(data.message_stage);

%Visualizar la distribucién de las clases en los datos utilizando un histograma.
f = figure;

f.Position(3) = 1.5*%f.Position(3);

h = histogram(data.message_stage);

xlabel("Class™)

ylabel("Frequency")

title("Class Distribution™)

%Se dividen los datos en una particidén de entrenamiento y una particidon retenida
para validacion y prueba.

cvp = cvpartition(data.message_stage, 'Holdout',0.3);

dataTrain = dataCtraining(cvp),:);

dataHeldOut = data(test(cvp),:);

%Particionar nuevamente el conjunto retenido para obtener un conjunto de validacién.
cvp = cvpartition(dataHeldOut.message_stage, 'HoldOut',0.5);

dataValidation = dataHeldOut(training(cvp),:);

dataTest = dataHeldOut(test(cvp),:);

%Extraer los datos de texto y etiquetas desde las tablas particionadas.
textDataTrain = dataTrain.message_text;

textDataValidation = dataValidation.message_text;

textDataTest = dataTest.message_text;

YTrain = dataTrain.message_stage;

YValidation = dataValidation.message_stage;

YTest = dataTest.message_stage;

%Pre procesar los datos de entrenamiento y los datos de validacidén utilizando la
funcibén preprocessTextLite.

documentsTrain = preprocessTextlLite(textDataTrain);

documentsValidation = preprocessTextlLite(textDataValidation)

%Para crear un codificador de palabras, se utiliza la funcién wordEncoding.
enc = wordEncoding(documentsTrain);

%Rellenar y truncar los documentos para que todos tengan la misma longitud.
documentlLengths = doclength(documentsTrain);

figure

histogram(documentLengths)

title("Document Lengths™)

xlabel("Length™)

ylabel("Number of Documents")

%Convertir los documentos en secuencias de indices numéricos usando doc2sequence
XTrain = doc2sequence(enc,documentsTrain, 'Length',15);
XTrain(1:5)

%Convertir los documentos de validacién a secuencias.
XValidation = doc2sequence(enc,documentsValidation, 'Length',15);



%Definir la arquitectura de red LSTM.
inputSize = 1;

embeddingDimension = 100;

numWords = enc.NumWords;

numHiddenUnits = 180;

numClasses = numel(categories(YTrain));
layers = [ ...

sequenceInputLayer(inputSize)
wordEmbeddinglLayer(embeddingDimension,numiWords)
1lstmLayer(numHiddenUnits, 'OutputMode’, 'last")
fullyConnectedLayer(numClasses)

softmaxLayer

classificationLayer]

%Configurar las opciones de entrenamiento.
options = trainingOptions('adam’,
'MaxEpochs',10,

'GradientThreshold’',1,
'InitiallLearnRate',0.01,
'ValidationData',{XValidation,YValidation},
'Plots', "training-progress’,
'"Verbose',false);

%Entrenar la red lstm
net = trainNetwork(XTrain,YTrain,layers,options);

%Probar la red entrenada

textDataTest = lower(textDataTest);
documentsTest = tokenizedDocument(textDataTest);
documentsTest = erasePunctuation(documentsTest);

% Convertir los documentos de prueba en secuencias
XTest = doc2sequence(enc,documentsTest, 'Length',15);
XTest(1:5)

%Clasificar los documentos de prueba utilizando la red LSTM entrenada.
YPred = classify(net,XTest);

%Calcular la precisibon de la clasificacién
accuracy = sum(YPred == YTest)/numel(YPred)

%Predecir utilizando nuevos datos.

logsNew = [ ...

"well I think you're very pretty honey"

"I mean I didn't think your parents would approve of me talking to ya anyway"
"so you’re like getting ready to start high school right?"];

documentsNew = preprocessTextLite(logsNew);

XNew = doc2sequence(enc,documentsNew, 'Length',15);

[labelsNew,score] = classify(net,XNew);

[logsNew string(labelsNew)]
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VII. Red Neuronal Convolucional CNN para clasificacion de texto en Matlab

% Crear un datastore tabular a partir de los datos en chatlLogsTrain.csv.

filenameTrain = "chatlLogsTrain.csv";
textName = "message_text";
labelName = "message_stage";

ttdsTrain = tabularTextDatastore(filenameTrain, 'SelectedVariableNames',[textName
labelName]);

%Leer las etiquetas de los datos de entrenamiento.
labels = readLabels(ttdsTrain,labelName);
classNames = unique(labels);

numObservations = numel(labels);

%Transformar el datastore utilizando la funcion transformTextData.
sequencelLength = 100;

tdsTrain = transform(ttdsTrain, @(data)

transformTextData(data, sequencelLength,emb,classNames))

%Crear un datastore transformado que contenga los datos de validacion.

ttdsValidation = tabularTextDatastore(filenameValidation, 'SelectedVariableNames',[textName
labelName]);

tdsValidation = transform(ttdsValidation, @(data)

transformTextData(data, sequencelLength,emb,classNames))

%Definir la arquitectura de red
numFeatures = emb.Dimension;

inputSize = [1 sequencelength numFeatures];
numFilters = 200;

ngramLengths = [2 3 4 5];

numBlocks = numel(ngramLengths);

numClasses = numel(classNames);

layer = imageInputLayer(inputSize, 'Normalization', 'none', 'Name', 'input');
lgraph = layerGraph(layer);

for j = 1:numBlocks

N = ngramLengths(j);

block = [

convolution2dLayer([1 N],numFilters, 'Name',"conv"+N, 'Padding', 'same")
batchNormalizationLayer('Name', "bn"+N)
reluLayer('Name',"relu"+N)

dropoutLayer(@.2, '"Name',"drop"+N)
maxPooling2dLayer([1 sequencelLength], '"Name', "max"+N)];
lgraph = addLayers(lgraph,block);

lgraph = connectLayers(lgraph, "input',"conv"+N);

end

figure
plot(lgraph)
title("Network Architecture")

%Agregar la capa de concatenacion de profundidad, la capa totalmente conectada, la capa
softmax y la capa de clasificacion.

layers = [

depthConcatenationlLayer(numBlocks, '"Name', "depth')
fullyConnectedLayer(numClasses, '"Name', 'fc')

softmaxLayer('Name', 'soft")

classificationLayer('Name', 'classification')];

%Conectar las capas de agrupacion mdxima a la capa de concatenacién de profundidad.

for j = l:numBlocks
N = ngramLengths(j);
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lgraph = connectLayers(lgraph, "max"+N, "depth/in"+3j);
end

figure

plot(lgraph)

title("Network Architecture™)

%Entrenar la red

miniBatchSize = 128;

numIterationsPerEpoch = floor(numObservations/miniBatchSize);
options = trainingOptions('adam’,

'MaxEpochs',10,

'MiniBatchSize',miniBatchSize,
'ValidationData',tdsValidation,
'ValidationFrequency',numIterationsPerEpoch,

'Plots’, "training-progress’,

'Verbose',false);

%Probar la red

filenameTest = "chatlLogsTest.csv";

ttdsTest = tabularTextDatastore(filenameTest, 'SelectedVariableNames',[textName labelName]);
tdsTest = transform(ttdsTest, @(data)

transformTextData(data, sequencelLength,emb,classNames))

%Realizar predicciones en los datos de prueba utilizando la red entrenada

labelsTest = readlLabels(ttdsTest,labelName);

YTest = categorical(labelsTest,classNames);

%Calcular la precision de clasificacion en los datos de prueba.

YPred = classify(net,tdsTest);
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